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• Reversing native IIS malware

• IIS malware landscape
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Internet Information 
Services (IIS)



4-7% 
of websites use

IIS software*



*Netcraft: May 2021 Web Server Survey

4-7% 
of websites use

IIS software*

https://news.netcraft.com/archives/2021/05/31/may-2021-web-server-survey.html


*W3Techs: Usage statistics of web servers

4-7% 
of websites use

IIS software*

https://w3techs.com/technologies/overview/web_server


Microsoft Exchange 
email servers with

OWA
Outlook

on the web



Shodan result for public servers with OWA running
Microsoft Exchange 2013 or 2016 (query for the IIS banner

X-AspNet-Version and Outlook in the title):

Microsoft Exchange 
email servers with

OWA



IIS v7.0

2007

Modular 
architecture 
introduced

Native modules
(C++ libraries)

Managed modules
(.NET assemblies)
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Government 
institutions

in three countries in 
Southeast Asia

A major telecom 
company

in Cambodia

Private companies
in Canada, USA, South 

Korea and others

A group of IIS backdoors
spreading through ProxyLogon in 2021
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ESET white paper

+10 families

Aug 2021



Native IIS malware

•A malicious C++ dynamic-link library

•Exports a function RegisterModule

Configured as a 
native IIS extension

(admin privileges 
required)

Loaded by IIS 
Worker Process 

(w3wp.exe)

Can intercept
server traffic

Can modify
HTTP responses

Initial compromise
(server exploitation, 

trojanized modules…)



IIS request-processing pipeline



Server events
generate notifications

Event handlers
handle notifications

Event 
notification

Post-event 
notification



Server events
generate notifications

Event handlers
handle notifications



Module classes
implement event handlers

Class inheriting from CHttpModule:

Class inheriting from CGlobalModule:



Module classes
implement event handlers

Class inheriting from CHttpModule:

Class inheriting from CGlobalModule:



Module classes
implement event handlers

Class inheriting from CHttpModule:

Class inheriting from CGlobalModule:



1. Creates instance of 
the core classes

RegisterModule
module entrypoint / DLL export



1. Creates instance of 
the core classes

2. Registers module for 
server events

RegisterModule
module entrypoint / DLL export



1. Creates instance of 
the core classes

2. Registers module for 
server events

3. Sets priority for the 
module

RegisterModule
module entrypoint / DLL export



Native IIS malware

Reversing



• Identify implemented event handlers

Reversing native IIS malware

RegisterModule



• Identify implemented event handlers

Reversing native IIS malware

default method



malicious handlers

• Identify implemented event handlers

Reversing native IIS malware



Reversing native IIS malware

• Identify implemented event handlers

• Import relevant interfaces (implemented in iiscore.dll):
IHttpContext, IHttpModuleRegistrationInfo, IHttpRequest, 

IHttpResponse, IPreBeginRequestProvider…

• Refer to the
Native-Code API Reference
for the analysis

https://docs.microsoft.com/en-us/iis/web-development-reference/native-code-api-reference/native-code-api-reference


Native IIS malware

Malware types



#1 IIS backdoors
execute backdoor commands on IIS server 

Special HTTP request
with backdoor commands

1

Command output
2

Backdoor commands
• Get system information

• Upload/download files

• Execute files or shell commands

• Create reverse shell

• Create/list/move/rename/delete files 
and folders

• Map local drives to remote drives

• Exfiltrate collected data



#1 IIS backdoors
execute backdoor commands on IIS server 

Control HTTP requests
• A custom HTTP header present

• A specific format of URL or request 
body

• An embedded password in the URL, 
request body, headers (hardcoded 
password or password hash in the 
malware)

• A more complex condition

Special HTTP request
with backdoor commands

1

Command output
2



#2 IIS infostealers
intercept traffic and steal data from legitimate visitors



#3 IIS injectors
serve malicious content to legitimate visitors



#4 IIS proxies
relay traffic between a compromised host and the C&C server



#5 SEO fraud malware
manipulates content served to search engine crawlers to boost SEO of third-party websites





Malware family Backdoor
Info

stealer
Proxy SEO fraud Injector

Group 1 (IIS-Raid)

Group 2

Group 3

Group 4 (RGDoor)

Group 5 (IIStealer)

Group 6 (ISN)

Group 7 (IISpy)

Group 8

Group 9

Group 10

Group 11

Group 12A

Group 12B

Group 12C

Group 13 (IISerpent)

Group 14

Known IIS malware families
see our paper for detailed analyses



Conclusion



Native IIS malware features

Targets 
government 
mailboxes

(IIS backdoors)

Targets
e-commerce 

websites
(IIS infostealers)

Aids in malware 
distribution
(IIS injectors)

Aids in C&C 
routing

(IIS proxies)

   

Manipulates 
SERP

(SEO fraud)

Built-in
persistence

as IIS extension

Loaded by IIS 
Worker Process 
w3wp.exe

Built-in
passive C&C 

channel

   

Can intercept
server traffic

Can modify
HTTP responses



Read our blogpost series
IIS threats under the microscope



Read the white paper
in the conference 

proceedings
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