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Source: https://blog.avast.com/avast-identifies-stalker-apps 



Android Stalkerware Detection (2017 - 2020)
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Stalkerware problems

Security
Vulnerabilities 

Data storage

Privacy of paying clients 
and their victims

Fixing 
issues



Source

• Stalkerware Indicators of Compromise 
(https://github.com/Te-k/stalkerware-indicators)

• Detection from client devices

• Paid advertisement

• Top Google search

• 86 stalkerware vendors

https://github.com/Te-k/stalkerware-indicators


Platform

Source: https://gs.statcounter.com/os-market-share/mobile/worldwide

71,93%

Install 3rd 
party app

27,47%

Jailbreak
iCloud credentials

Market 
share



Platform

Mobile OS 
support

Android and iOS
37,21%

Android only
62,79%



App analysis plan

Analyzed 86 stalkerware vendors

Manual static and dynamic analysis
• Security and privacy issues with impact on user or 

company

Not a full-featured penetration test



Limitations: Payment model

86
analyzed apps
(not all free)

trial & paid
45%

paid
25%

free
17%

free & paid
13%



Limitations: Limited functionality test

86 
analyzed apps
(not all free)

tested
72

limited
(only static analysis) 

14



Findings

158
issues

without issues
33%

with issues
67%



Security Issues



Security & privacy issues
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HTTP leak

User PII leak on device

Being a victim verification

User PII leak on server (open dir, predictable values)

Sends user PII to server before registration or login

User PII leak on rooted device

Victim data forgery

Allows remote control via SMS

Payment bypass

Ability to start arbitrary components (record audio)

Data stays on serve after account is removed

Encryption

IPC leak

Allows remote control via admin panel

Became a system app on rooted device

Hardcoded credentials

Source code and credentials server leak

158
issues



HTTP leak



HTTP leak



HTTP leak



User PII leak on device



User PII leak on device
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User PII leak on device



User PII leak on server

17
apps

182,000
user pictures

130,000
recorded calls 

167,000+
clients’ info

3,750+
client emails 

1,353,000+
IP logs

11,200
IMEI numbers



Victim data forgery 



Allows remote control via SMS 

No authorization
without valid license key



Security issues
Allows remote control via SMS 

31



Ability to start arbitrary components  



Data stays on server after account is removed  



Hardcoded secrets 

Allows stalker to secretly 
livestream from device

   



Allows stalker to secretly 
livestream from device

   



Report



90-day
disclosure 

period

Up to 
three notifications

Email, support ticket

In two cases 
couldn’t reach 

vendors



Fixing issues

58
apps with 

issues

Not fixed
78%

Will be fixed
12%

Fixed
10%



Conclusion



Compromise scenario
Physical access to device

Knows lock screen PIN

Manually side load app
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Compromise scenario
Physical access to device

Knows lock screen PIN

Manually side load app

Prevention tips
Don’t share PIN

Scan device with 
trustworthy security 
solution

1

2

3



Compromise signs
• Battery drains faster

• Higher internet consumption

• GPS, Wi-Fi or mobile data enabled by itself

• Suspicious persistent notification in notification bar

• Photos, screenshots or audio recording stored in the 
smartphone not made by user

• Received questionable text messages



• Number of used stalkerware apps is increasing 
(our data)

• They gather and store more data about user 
than other apps

• Many of them have security issues

• Vendors are not willing to fix them

Summary
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