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The Hidden Cost of Android Stalkerware
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Android Stalkerware Detection (2017 - 2020)
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How to Check Your Devices for Stalkerware

You deserve privacy. Here's how to check your phone, laptop, and online accounts to make sure no one's looking over your shoulder.




3 ‘V \‘-
A *Ra%iz2
"R bee 1&_:JakTaq“°,° . :
| ; S imv 1
o _lav 45
\ TR ne g
u -~
UQQG S.my
LT
> ¥
-ni 3 3“““1\JQ.V
Wun3e) -
v@§ Inus
‘.. "= )
\ San ‘» -
. s - Stan . Piw Fiman 3.

bas
Aesoes . o3QRoaen

"0
[

W2V IBEZY 2

dBnv souripe” =

_ixt maxts
IFL_segment _descripto

SOT_SYSae
[ I

L B

g+ 0,

{1 I

7484 &

’ Q.p‘
. @2
'u - .009
\ie 2 aanv’
“Unde region.
»¥ ,=PARLCIT,
4
b 14 B
el
;!h' —"

give






App permissions
Facebook

Calendar

Camera

Contacts

Location

Microphone

Phone

Storage

O ©'d 1225

App permissions

Settings

Camera

Contacts

Location

Microphone

Phone

SMS

Storage




11:3448" % & - o Foul 29%a

s ° Replikator @ (%3

= © Vidnnsg

Replikator

You called

Feb 25, 14:37

(2 callmeback| = e
|

< is

1TH283 14853617 E88910

“‘ | : English (UK)
|




Stalkerware problems

LK

Security Fixing
Vulnerabilities issues

Data storage

Privacy of paying clients
and their victims



Source

* Stalkerware Indicators of Compromise

( )

* Detection from client devices
e Paid advertisement

* Top Google search

e 86 stalkerware vendors



https://github.com/Te-k/stalkerware-indicators

Platform

P N
l'l

share Install 3rd
party app

Source: https://gs.statcounter.com/os-market-share/mobile/worldwide



Platform

Android only

62,79%

Mobile OS
support



App analysis plan

Analyzed 86 stalkerware vendors

Manual static and dynamic analysis

- Security and privacy issues with impact on user or
company




Limitations: Payment model

free & paid
13%

trial & paid
45%

86

analyzed apps
(not all free)



Limitations: Limited functionality test

tested
72

86

analyzed apps
(not all free)



Findings

with issues
67%

158
issues



Security Issues



Security & privacy issues

HTTP leak | >
User Pll leak on device |GGG
Being a victim verification || G 1/
User Pll leak on server (open dir, predictable values) || EGTRNRGGE 1/
Sends user Pll to server before registration or login || GTRGTEENEGEGEGEGNGEEEEEEEEEEEEE 15
User Pll leak on rooted device [ NG 1
Victim data forgery || NG 1:
Allows remote control via SMS || NG ©
Payment bypass | R ©
Ability to start arbitrary components (record audio) [ NG ©

Data stays on serve after account is removed [ 3
cncypion N 3 158

IPC leak 2 ®
Allows remote control via admin panel I SS u e S

Became a system app on rooted device

Hardcoded credentials

N

Source code and credentials server leak



HTTP leak

B78 | hitp: /e GET ‘protocolsidevice register.aspx?username=[ukaste M_—__.iiom.

v

200

20

J Fequest 1 Fespaonse

vy

J Haw] Farams | Headers | Hex |

User-Agent: Dalvik/2.1.0 (Linux; U, Android 7.1.1; FPixel Bulld/MOF2EY)
Host: o
Connection: close

Accept-Encoding: gzip, deflate

GET Ip|'|:|tDcnlsfdevice_register.asp}:C'. use|'name=|L|ha5#1&passwn|'d=MLdeviceid=mmand_id=a HTTFM .1




HTTP leak

115121 bt o /o GET fdatahackup. apk 200 J294.. app apk h
EAS

| Reguest | Fesponse }

J Haw] Headers | Hex |

HTTP/1.1 200 OK

x-amz-id-2: ZWOm3CBBEWFnheZ¥ g4h/rvk30BWWAB 10QUB B QrWjvpjAxd Phd D GK/BGyMLAe D258 QwasvRARXY =
x-amz-request-id: 27 ABBE7EE2C92C61

Date: Fri, 16 Oct 2020 14:068:41 GMT

Last-Modified: Fri, 16 Cct 2020 12:16:44 GMT

ETag: "3c2cBadse2d? 7417 che35219f18c9dd”

x-amz-meta-s3cmd-attrs: uid:0/gname:root/uname:root/gid:0/mode:33188/mtime: 1602850582/ atime: 1602850582/md5:3c2cBadbe2 di 7 4117 che35219f18c9dd/ ct
Accept-Ranges: bytes

Content-Type: application/zip

Content-Length: 3293773

Server: Amazons3

Connection: close

PKODO&4§0t0D@0AndroidManifest. xm|iz[|muiiUE&vthuhr;1 &NYCHL, E}HmﬁTwDC%ﬁ}?p%Eﬂﬁﬂ 4ygUde
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e03A3A:A[AGA 0 Edo000 pOeSaGaSa+ /DO ?0&D EIbDIDuD‘W’D]AmAEDD¥BDD“D%JDa::5DF'2H EADDDDEDFD}'I{HDP"‘R D=Ai0c€H™0/0YOM3EB el
&%Db%. Ve00O04UE0e0~ |0-0508%3B«OqOxX¥20vo0:W q @uOlUfe...o0@; FeAlua0JInE[a0803030AZ U pX[%ADS&A5p/ x080\O@O j %e)/Ad2p0 60
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o feQ/e'0-F[0tg1 EEBKSBO0E0#e (ERy#0LA#000g T 4O QRSe= 08§8.GO0OVU%EE3@0IE0ad0= CEOASED )




39, httped
39, hitp/
39, httped

39, httpd
39, httped
39, httpt

39, httpd
39... | hitpf
39, hitp/

POST
POST
POST
FOST
POST
FOST
POST
POST
POST

fprotocals/log_call_ex aspx

fprotocols/log_sms_ex.aspx

fprotocals/log_sms_post.aspx
fprotocalsflog_sms_post.aspx
fprotocals/log_sms_post.aspx
fprotocalsflog_sms_post.aspx
fprotocolsflog_sms_post.aspx
fprotacalsflog_sms_post.aspx
fprotocols/log_sms_post.aspx

R

J Request I Response ]

Raw | Params IHeaders IHex ]

POST request to /protocolsflog_sms_post.aspx

Type MName “alue

Body deviceid ]
Body date 2019-04-07

Body time 17:38:46

Body sender FayPal

Body receiver 0

Body direction 1

Body narne PayFal

Body message | FayPal: Your security code is: 198419, Your code expires in & minutes, Please dant reply.l
Body 0s AD

Body type 0




User PIl leak on device

\ Q€415

Text Editor B &
tl

1595411418748 (StartActivity): Token registration,
old: csfGDyIWr-
Q:APA91bHgyJD_uDCCVWINA13TaQPzhy6Jw_vQKV
rPRGZeB-
LxYQ2G_YUyVmmr8reQdyzYoQL43dJ1X4ApYK_jBaN
bJbvWgE2FnHT1pYBS6RorHsS_Rbl53rZA2Q7Vdn7U
xsT10PhAvo-k_ new: csfGDyIWr-
Q:APA91bHgyJD_uDCCVWINA13TaQPzhy6Jw_vQKV
rPRGZeB-
LxYQ2G_YUyVmmr8reQdyzYoQL43dJ1X4ApYK_jBaN
bJbvWgE2FnHT1pYBS6RorHsS_Rbl53rZA2Q7Vdn7U
xs10PhAvo-k_




[Password] Scom. paypal .android.pZprwobileflell0Z26221414515true
[*] Scom.paypal .android.p2pmobhilefl1601l02 622278551 true

[p]l Scom. payvpal .android. pdpmobileslo0l02 6222791515t rue

[pr] Scom.paypal.android.pdpmobile5l160102622358251%true

["a] Scom. pavpal.android.pdpmobilefle0l102 6223589515 true

["a*] Scom.paypal .android.pdpmobile5lo01026224107515true

[**z2] Scom.payvpal . android.pdpmobileslo0l10262224132515true

seze] Goom. pavpal.android.pdpmobile5lo0l02 6222553515 true

sraz] Goom. paypal.android.pdpmobile$lo0l02 6224567515t rue

ez Goom. paypal..android.pEdpmobilefleldl0Z 6225292515t rue

s nyr] Goom. pavpal.android.pdpmobileSlo0l02 6225315515t rue
senagre] Goom. pavypal..android.pdpmobilef160102 6225526515t rue

ses e Goom. pavpal..android.pdpmobilef 160102 6225551515t rue
snsnape] Goegm. paypal.android.pZpmobilef5l160l102 6225744515t rue
srs e Gopm. paypal..android.pEZpmobhilefl1 60102 6225773515t rue
sesmnap ] oo, paypal . android.pEdprmobilefle0l0Z6226167515true
sesennad] Goom, paypal . android.pZprwoobilef5le0l0Z6226150515true
sennnadde] SO, paypal..android.p2pmobileflelllZ a2 6609515t rue
seennnn] ] Goowm, paypal . android.pZpmobilefledl0Z6ZZ0051515true
srsenmne] e g, paypal .android.p2poobhilefl 60102 62271325150 rue
snsmnnnn ] oo, paypal .android.pZpoobhileflel1l0Z 62271585150 rue
---------2-]Ecnm.paypal.andrnid.pEpmnhileElEDlDEEEE?EDEEIEtruﬁ
sesernnnnn3] Goom, paypal .android. p2pmohiles 1601026227602 15150 rue
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User PIl leak on device

i % %d @ 11:13

Internal Storage o +
3files :

‘nal Storage > Android > data > .atf > clred

in_2020121111141.atau

51 KB 11:11:55 AM

out_202072212127.atau

90 KB Jul 22, 2020

.nomedia
0 B Jul 22, 2020




User PIl leak on server

11,200 3,750+

17 IME| numbers client emails
apps

1’353’000_'_ user pictures 167,000"‘

IP logs clients’ info

recorded calls



39,0 hitpd
39...  hitpd
39,0 hitpd
39...  hitpd
39,0 hitpd

39...  hitpd
39,0 hitpd
39...  hitpd

39
<

http:/

FOST
FOST
FOST
FOST
FOST
FOST
FOST
FOST
FOST

Jpratocalsflog_call_ex. aspx

Mprotocolsflog_sms_ex aspx

Jpratacals/log_sms_post. aspx
Mprotocols/log_sms_post.aspx
Jpratacals/log_sms_post. aspx
Mprotocols/log_sms_post.aspx
Jpratacals/log_sms_post. aspx
Mprotocols/log_sms_post. aspx
Jpratacals/log_sms_post. aspx

R L N

_[ Reguest T Response ]

f Faw | Params IHeaders IHEK ]

POST request to fprotocolsflog_sms_post aspx

Type MNarme Yalue

Body deviceid 4
Body date 2019-04-07

Body time 17:58:46

Body sender FayFal

Body receiver 0

Body direction 1

Body name FPayPal

Body message FayFal: Your security code is: 198419, Your code expires in 5 minutes. Please dont reply.
Body 0s AD

Body type 0



Allows remote control via SMS

»
Google Pixel

Restart net command l#restartnet

Restart gps command |#r95tartgp5 |
Restart settings command l#restartsettings |

Take picture l#takepic

Record audio time

N = |
N - = |
L |
ot [ |
- |
|
|
|
|
|
|
|

No authorization EaSSSS--
without valid license key sotvibrate -ringtone (R

Track location l#tracklocation
Last settings change on website
Last settings update on the phone Movember 19 2020 10:08:24

.
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Internal Storage
3 files

Android > data >

<[>

conf.xml

1 KB

Ability to start arbitrary components

e W id 2o
a 4+

MNode Code

c.a.a.D.runf) void if (this.F1199c
c.a.a.D.run() void } else if (this

c.a.a.D.run() void if (this.f1199c
runi ) void if (this.f1199c
run() void F else if (this
run{) void if (this.f1199c
run() void } else if (this
runi) void } else if (this
run() void b else if (this
run() void if (this.f1199c
runi ) void if (this.f1199¢
run() void F else if (this
run() void } else if (this
runi) void } else if (this
run() void | if (this.{FI199€
run() void T else if (this
run() void if (this.f1199c
runi() void } else if (this
run() void } else if (this
runi) void if (this.f1199c
runi) void } else if (this
run() void | if (this.{FI199€
run{) void } else if (this
run() void } else if (this
runi() void } else if (this

run() void } else if (this

o o o o o © 9 o © o ¢ o o ¢ o o o © o o o 9o o T O o @
™M
[T I 1]
[T I T}
bbobbobbbbobbobbobobobobobbobo

.run{) void if (this.F1198¢c

o, 1 alee 1€ (Yhic

]
\
\
\
1
\
\
-
-

.equals("register_gocm™)) {

.equals("arecord_settingz")) {
.equals(“read_calls")) {

.f1199c . equals("read_sms")) {
.equalsi"interval_send"”)) {
.equals("enable_wifi")) {
.f1199c.equals("disable_wifi")) {
.equals("enable_gprs")) {
.f1199c.equals("dizable_gpr=")) {
.F1199c.equals("erase_sd_card”)) {
.f1199c . equals("disable_verify_apps™)) {
.equals(“check_verify_apps")) {
.equalsi"hide")) {

.F1199c.equals( "unhide")) {
.f11%8c . equals("Find")) {

.f11%8c . equals("app_list")) {
.equalsi"enable_gps"1) {

.f1199¢ . equals("disable_gps")) {
.equalsi"arecord_start")) {
.F1199c.equals("arecord_stap”)) {
.F1199c.equals("media_send")) {
.equals("content_send")) {
.F1199c.equals("command_send")) {
.equalsi"take_photo2")) {

.f1199c .equals( "take_photo5@”)) {
.F1199c.equals( "take_photo")) {
.F1199c.equals("call_passward™)) {
.F1199c.equals("call_record_type")) {

r

E11008r analelf"rragictar £cm"y Yy &




Data stays on server after account is removed

e ) ) . , - ~ |-
(i eo— |02 led_Photos/ ——) |/ (;_———— } Q fearch
T o load_data/call_log.phplapp_id =«

Opening CALL_LOG Sy s (23w
You have chosen to open:
B CALL_LOG il s

which is: Microsoft Excel 97-2003 Worksheet
from:

What should Firefox do with this file?

() Save File

[7] Do this autormatically for files like this from now on,




Hardcoded secrets

o REC]

Allows stalker to secretly
livestream from device









3 2 ~

90-day Up to In two cases
disclosure three notifications couldn’t reach
period Email, support ticket vendors




Fixing issues

58

apps with
issues

Not fixed
78%



Conclusion



Compromise scenario

2,
© Manually side load app

Physical access to device

Knows lock screen PIN




Compromise scenario Prevention tips

@ Physical access to device ® Don’t share PIN

® Scan device with
trustworthy security
© Manually side load app solution

® Knows lock screen PIN




Compromise signs
Battery drains faster
Higher internet consumption
GPS, Wi-Fi or mobile data enabled by itself

Suspicious persistent notification in notification bar

Photos, screenshots or audio recording stored in the
smartphone not made by user

Received questionable text messages




Summary

* Number of used stalkerware apps is increasing
(our data)

* They gather and store more data about user
than other apps

* Many of them have security issues

* Vendors are not willing to fix them




THANK YOU




