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● Threat Hunting - What & Why

● Gray Area Problem

● IOCs vs IOBs

● Data Collection 

● Threat Hunting Hypothesis

● Threat Hunt Use Cases:

Agenda

1. Hunt for SolarWinds Supply Chain Attack: IOCs
2. Hunt for ProxyLogon and Hafnium: IOBs 



Threat hunting is the process of proactively searching 

for cyber threats that are undetected in an environment.

● Processes activity

● IOBs and IOCs

● Anomalies

● TTPs

Threat Hunting



● Threat actors are ever evolving

● Traditional security products leave gaps

● Attackers are already in!

Why Threat Hunting?

Confidential



Gray Area Problem



IOCs vs. IOBs

IOCs

IOBs



Data Collection
● EDR / EPP Products

● Telemetry Data Collection 

○ Running Processes

○ Loaded Modules

○ Connections

○ File Events

○ User Activity

● Sysmon 



Go Hunt!

Create 
Hypothesis

Research Create Hunting 
Query

Detect & 
Analyze



Solarwinds 



Solarwinds

The campaign reportedly began 
in spring 2020 and affected 18K 

Solarwinds customers

Threat actors inserted 
malicious code into legitimate 

updates for Solarwinds 
software

SUNBURST backdoor   
TEARDROP memory dropper

First reported in December 
2020

Supply Chain Attack Multiple Backdoors 
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Solarwinds - Scoping
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Solarwinds - IOCs Search

Confidential



Confidential

Solarwinds - IOCs Search
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Solarwinds 
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ProxyLogon & Hafnium



ProxyLogon & Hafnium

Microsoft announced the existence 
of multiple zero-day vulnerabilities 

in the Exchange Server on-premises 
product

 HAFNIUM, APT27,APT41 and 
more

Several Zero Days 
Reported in March 2021

Multiple APT Groups Thousands of organizations 
affected 

At least 30,000 organizations 
across the United States 

affected



Hunting ProxyLogon - First Hour
● First, scoping!

○ Exchange Server machines

○ Related processes 
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Hunting ProxyLogon - First Hour
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Searching for MSExchange services
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Hunting ProxyLogon - First Hour
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» Microsoft IIS worker process anomalies (W3WP.exe)

» Command line

» Process tree

» File events

» Connections
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Hunting ProxyLogon 
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Microsoft IIS worker process + MSExchangeOWAAppPool
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Hunting ProxyLogon 
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» Microsoft IIS worker process + MSExchangeOWAAppPool

» Shell child processes
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Hunting Hafnium
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Hunting ProxyLogon - Zero Hour
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Exploited directories

○ C:\inetpub\wwwroot\aspnet_client - discover.aspx

○ C:\inetpub\wwwroot\aspnet_client\system_web

○ C:\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth - 

RedirSuiteServerProxy.aspx, KRYMCJ.aspx, 13DWBS.aspx, 

default.aspx, TimeoutLogout.aspx, OutlookEN.aspx

○ C:\Microsoft\Exchange Server\FrontEnd\HttpProxy\owa\auth
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Hunting Hafnium
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w3wP.exe -> 
Children: Cmd.exe 
| Powershell.exe 
| Any other shell 
process

Hunting Hafnium



ConfidentialConfidential

w3wP.exe -> 
Children: Cmd.exe 
-> Grandchildren: 
net.exe | ping.exe 
| query.exe | 
rar.exe | 
taskkill.exe 
|schtasks.exe | 
hostname.exe |      
findstr.exe

Hunting Hafnium



ConfidentialConfidential

Hunting Hafnium
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Process: net.exe + command 
line: “Exchange Domain 
Servers” | “Enterprise 
Admins” | “Domain Admins” | 
...

Hunting Hafnium
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Hunting Hafnium
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w3wP.exe -> 
Children: Cmd.exe -> 
Grandchildren: wmic.exe &
Command line: Process Call Create

Hunting Hafnium
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Hunting Hafnium

Process: 
Reg.exe AND 
Command line: save 
AND 
(hklm\sam | 
hklm\security | 
hklm\system)
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Hunting Hafnium
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Process: Powershell.exe AND 
Command line: comsvcs.dll AND 
minidump
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Hunting Hafnium
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Process:makecab.exe AND 
Command Line: .log | 
.png | exchange server



● Omer Yampel
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● Matt Hart
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● Yuval Chudy

● Ilan Sokolovsky 

● Mor Levi



Just do it!

● Threat hunting is a very broad and dynamic subject

● Solarwinds and ProxyLogon threats  

● Happy hunting!




