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Ransomware Leaks Websites

Conti

If you are a client who declined the deal and did not find your
data on cartel's website or did not find valuable files, this does

DoppelPaymer

Home Proofs Leaks

or Tor

“THE BROCK GROUP”
& wwwbrockgroup.com
© 10343 Sam Houston Park Dr., # 200
Housion, TX 77064

Main Number: (261) 807-6200
2210 Oak Leaf Strex
Joliet, IL 60436
Main Number 8157303350

8S

u, B
Main Numbef {780) 465-9016

£ The Brock Group provides specialty
craft and maintenance services to key
industries across North America. We are
dedicated to offering the safest and
highest quality service and solutions. We
view ourselves as partners with our
customers, our employees and the
communities in which we operate. Our
performance.driven auure s ed by

aving and developing the best people,
the most efficient processes and the right
tools for the job.

RUBIISH

June 25, 2021 READ MORE »

not mean that we forgot about you, it only means that data was
sold and only therefore it did not publish in free access!

“VOGEL HEATING & COOLING”
& www.vogelheating.com/

Q St. Louis Area Heating and Cooling
Services

1642 Manufacturers Dr. Fenton, MO

Phone: 314-351-2533

Jefiv@vogelheating.com,
grantv@vogelheating.com,
eriki@vogelheating.com,

deanc@vogelheating.com,
leev@vogelheating.com,
timothyl@vogelheating.com,
michelleh@vogelneating.com,
ricks@vogelheating.com,

juliee@vogelheating.com,
sandys@voqelheating.com

© As one of the premier heating &
cooling companies in St. Louis, Vogel is
dedicated to serving our custom?rs with
the utmost quality in HVAC s

Dot residential nd commercial entiies
alike. We strive to build out a culture
within our team that delivers the kind of
heating and cooling experience you
deserve when working with a service
provider. near you. The qualities that are
most important to you, are most important
to us - convenience, trustworthiness, good
value, impeccable quality, and our
willingness to stand behind our successes
and leam from our mistakes. We invite
You to explore our site, see what St. Louis
customers say, and give us a call when
you are ready to schedule your next
heating and cooling service.

PUBLISHERIS0%S

June 25, 2021 READ MORE »
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“SCOTT FELDER HOMES”

& wwws lerhomes.com

(512) 418-5400

6414 River P!ace B\vd Suite 100
Austin, Texas 787.

16103 Via Shavano

San Antonio, TX 78249

© Scott Felder Homes is honored o be
recognized as a fifteen-time “Volume
Builder of the Year” in Austin, San Antonio
and Texas. Scott Felder Homes has
eamed a reputation for integrity, diversity
and attention to detail which has long

en their comerstones for success. Their
reliability and leadership in the production
of quality housing are recognized and
respected by clients, Realtors and
building professionais throughout Texas.
Over the past 30 years, Scott Felder
Homes his rsen Ihfough fhe ranks to
become one of the largest producers of
qually, move-up homes i Austin and San
Antonio. Innovative designs, custon
features, desirable locations, high-qualty
construction and energy efficiency
carmark the standards for which Scott
Felder Homes is best known

 Latest proofs:
All Star Automotive
Diversified Plastics
Corporation
GORONSA.

Astra Agro Lestari
Flii Carteni SRL

I Latest leaks:
Yuba County

Lile Relocation Services
Comune di Rho

Briggs Corporation
Citta di Caselle Torinese

Below you can find private data of the companies which were hacked by
DoppelPaymer. This companies decided to keep the leakage secret. And now
their time to pay is over.

1 Yuba County

URL: hitps /

Views: 389 | Published: 2021-02-11 06:50.41 | Updated 2021-06-24 14038

yuba orgf

I Lile Relocation Services

URL: https://le.com

Views: 15362 | Published: 2021-05.06 15:16:04 | Updated: 2021.06.20 23:14:63

1@ Comune di Rho

URL: htps /Awww. comune. rho.mi ttivhome

Read more

Views: 16815 | Published: 2021-04-14 16:19:42 | Updated: 2021-06-18 2148.38

Il Briggs Corporation

URL: http://www.briggscorp.com

Views: 16655 | Published: 2021.04-05 19:15:20 | Updated: 2021-06-13 14:2633

I Citta di Caselle Torinese

URL: http://comune.caselle-torinese.to.it

Read more

Views: 17211 | Published: 2021.04-14 16:16:20 | Updated: 2021.06-12 22:63.42

Il Green Rubber-Kennedy AG

URL: https /igreenrubber com/

Read more

Views: 23579 | Published: 2021-02:22 14:34:18 | Updated: 2021.06-10 1269.45

REvil

Happy Blog

Search

Blog search

Canad Inns.

Your Destination Centers

Click to view all

Malcolm C Foy & Co
Limited
https://www.malcolmcfoy.co.uk/

Malcolm C Foy & Co is a leading firm of solicitors in South
Yorkshire with offices in Doncaster and Rotherham having
been established since 1972. We are renowned as a trusted
advisor to our clients, which include both individuals and



Ransomware leaks per month
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Ransomware leaks March-May 2021

B March @ April May
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Digital Footprint
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Exposed services
Vulnerabilities
Spam

Leaked Credentials
Application Security
Malware Infections
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Initial Access: Exposed Services
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Initial Access: Abused Services
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Use Case: ~

R D P eak appeared on the
£ 5000 website on June 3
g 2000

DP brute forcing

between March 25 —
and March 30

DP exfiltration

between April 25 - >
and April 30 ‘
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Initial Access: CVEs with POC
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Initial Access: RCE CVEs
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Initial Access: Spam
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Initial Access: Leaked Credentials
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Initial Access: Application Security
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Initial Access: Malware from sinkholes
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Initial Access: Ransomware related malware
from netflow

g8 °©
[ =
©
£
S 4
[&]
2
0
N 3 Q i+ $ 3 s 3 9
3 © IS & K Q @ & ") Nig
F @ \ S Q @ NS
& < o A I Q‘\o & & Q ©
&

malware

Security Scorecard



flows count

Trickbot infection

Leak appeared on
website on May 20

rickbot connections to C2
between May 18 and May 27
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Lateral movement: Cobalt Strike

companies
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REVil exfiltration to Mega over HTTPS

Connections to 3 Mega IP addresses Leak appeared on
on March 21 between 3 AM and 3 PM website on April 26
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LV exfiltration
to Rackspace over SMB
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DarkSide exfiltration
to Digital Ocean over SSH

onnections to 1 Digital Ocean |

T

address over SSH on May 6
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Leak was made public
on May 8
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e Credentials: don’t reuse credentials, use strong passwords,
use a password manager, use Multi Factor Authentication,
don’t make your phone number and email address easily
accessible.

e Exposed services: minimize the exposed digital footprint, use
strong authentication where applicable, put services behind
VPN where applicable.

e Vulnerabilities: patch them immediately especially if they
provide Remote Code Execution or Privilege Escalation and if
there is a publicly or commercially available proof of concept.

e Malware: use an up-to-date Anti-Malware product.

e EXxfiltration: use an Intrusion Detection System (IDS) /
Intrusion Prevention System (IPS) / Firewall, monitor for and
block large outgoing amounts of data.
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