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Overview  Advanced Persistent Threat (APT)

 Believed to be linked with North Korea

 The Sony Pictures Entertainment hack
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Overview  Operation Troy 

 Bangladesh Bank Heist

 Heists compromising SWIFT

 Focus shift to Cryptocurrency Exchanges
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Operation AppleJeus: Infection Vector

Crypto exchange

Employee
Spear-Phishing

• Kaspersky discovered Lazarus’ first macOS malware

• Lazarus’ level of commitment to impersonation

• Website with valid SSL certificate

APT GROUP

Crypto Trader website hosted by Lazarus

Trojanised App
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K7 SECURITY

Operation AppleJeus: Infection Vector 
• Kaspersky discovered Lazarus first macOS malware

• Lazarus’ level of commitment to impersonation

• Website with valid SSL certificate

• Application signed
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Operation AppleJeus: Installation

1) Persistence

2) Loader
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Operation AppleJeus: Installation

com.celastradepro.plist
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Operation AppleJeus
• Loader binary developed using QT Framework

• The loader is not a stand-alone

• Initial recon 

0xF3

0x288

• kernel version 

• kernel type 

• BuildABI

• OS version

• List of all current processes 
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Operation AppleJeus

0xF3

0x288
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K7 SECURITY

Operation AppleJeus

local_68 = piVar12;

__ZN10QByteArray10fromBase64ERKS_(&local_90,&local_68);

if (local_90[1] - 0x21U < 0x100000) {

__ZNK10QByteArray4leftEi(&local_b0,&local_90,0x20);

__ZNK10QByteArray3midEii(&local_a8,&local_90,0x20,0xffffffff);

__ZN10QByteArrayC1EPKci(&local_88,"",0xffffffff);

RC4(RC4_Key,(QByteArray *)&local_a8,(QByteArray *)&local_88);

do {

__ZN9QIODevice5writeEPKcx

(local_78,*(long *)(local_98 + 4) + (long)local_98,(long)local_98[1]);

uVar10 = uVar10 + 1;

} while (uVar10 < 0x27ff);

__ZN11QFileDevice4seekEx(local_78,0);

__ZN9QIODevice5writeEPKcx

(local_78,*(long *)(local_88 + 4) + (long)local_88,(long)local_88[1]);

__ZN5QFile14setPermissionsE6QFlagsIN11QFileDevice10PermissionEE(local_78,0x1111);

__ZN11QFileDevice5closeEv(local_78)

Stage 2 decryption

__ZN10QByteArray10fromBase64ERKS_(&local_90,&local_68);

RC4(RC4_Key,(QByteArray *)&local_a8,(QByteArray *)&local_88);

__ZN9QIODevice5writeEPKcx

(local_78,*(long *)(local_98 + 4) + (long)local_98,(long)local_98[1]);

__ZN5QFile14setPermissionsE6QFlagsIN11QFileDevice10PermissionEE(local_78,0x1111);
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K7 SECURITY

Timeline

JUL - Aug 
2018 Nov 2018

JUL –Aug 
2019

Oct 2019 Dec 2019

Korean users

targeted using

Mac Doc

AppleJeus
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K7 SECURITY

Korean users were targeted

Attached sheet No. 1-1 form]

For evaluation of venture companies

Technology Business Plan

Date of Creation: 2014.11.03
Business name: Hansae Co., 
Ltd.
Representative: Jin Suk Kim 
(In)

This technical business plan submitted by you is important for 
venture business identification.
Since it is a document, please fill it out objectively.
(If the actual information differs from the stated facts, you may be 
penalized)

Malicious Doc Google Translated
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K7 SECURITY

Korean users were targeted

Overseas virtual currency exchange listing agency 

business plan
1. Definition

-Among domestic companies, we will discover and foster excellent 

companies that have issued or are planning to issue cryptocurrencies, 

and will be listed on overseas exchanges.

-Recommend the right to an overseas leading cryptocurrency

exchange, and discover, nurture, and screen excellent domestic 

companies to recommend listing.

-Select an influential cryptocurrency exchange abroad and plan to 

establish a branch office in Korea

-Signed a contract with the Chinese Blockchain Association and 

proceeds to attract domestic companies' investment in Chinese 

capital

-Signed a contract with the China Blockchain Association, and 

promotes promotion events related to blockchain and virtual currency 

in Korea.

2. Target Virtual Currency Exchange

1) Primary target exchange

-Bitlim.com Singapore

-Bitshengshi.com (BITEX) China

-Ukwtw.com China

-TWCX TaiwanMalicious Doc Google Translated
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Korean users were targeted

Delivers payload based on the Operating 

System

Macro

• In Mac environment a corresponding Mach-

O binary payload is downloaded and 

executed

• In Windows a PowerShell script is executed
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Korean users were targeted: RAT
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Korean users were targeted

RAT functions PowerShell functions

FRAMEWORK ?
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K7 SECURITY

Timeline

JUL - Aug 
2018 Nov 2018

JUL –Aug 
2019

Oct 2019 Dec 2019

Korean users

targeted using

Mac Doc

AppleJeus JMT Trader
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JMT Trader 

• Package similar to AppleJeus

• Hosted in GitHub
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JMT Trader: Backdoor 

• Trader application dropped a backdoor 

• Light-weight Backdoor

• Backdoor developed in Objective-C

proc_cmd()
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K7 SECURITY

Timeline

JUL - Aug 
2018 Nov 2018

JUL –Aug 
2019

Oct 2019 Dec 2019

Korean users

targeted using

Mac Doc

Korean users

targeted using 

Trojan app

AppleJeus JMT Trader
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K7 SECURITY

Korean users were targeted 

• Malicious app was delivered through Telegram messenger

• Pictures of Korean girls were used as bait 

• Mimicked a Flash player component

Album.app
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Korean users were targeted 

.FlashUpdateCheck

.Flash Player

Flash Player

Flash Player Hex ViewFlash Player Decompiled View

movies.swf
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K7 SECURITY

Timeline

JUL - Aug 
2018 Nov 2018

JUL –Aug 
2019

Oct 2019 Dec 2019

AppleJeus

Korean users

targeted using

Mac Doc

JMT Trader

Korean users

targeted using 

Trojan app

Ghost 

Loader
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The Ghost Loader

On December 3 2019, I tweeted about Lazarus 

macOS malware which had the capability to 

execute a payload from memory

Infection vector is same as the previous case
as a form of trading software
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K7 SECURITY

The Ghost Loader

https://unioncrypto.vip/

Creation Date: 2019-06-05

Expiry Date: 2020-06-05
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K7 SECURITY

The Ghost Loader

Trading App

• Copies the (vip.unioncrypto.plist ) file to 

LaunchDaemon directory for persistence

• Changes the permission of that file

• Copies the hidden Loader(.unioncyptoupdater)

into Library folder

• Changes the permission and executes it 
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The Ghost Loader: functionality
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The Ghost Loader: functionality
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The Ghost Loader: functionality

do {

tVar6 = _time((time_t *)0x0);

_sprintf((char *)local_138,"%ld",tVar6,tVar6);

_sprintf((char *)local_1b8,"%s%s",local_138,"12GWAPCT1F0I1S14");

basic_string<decltype(nullptr)>(local_68,(char *)local_1b8);

md5_hash_hex(local_f0);

if (((byte)local_68[0] & 1) != 0) {

__ZdlPv(local_58);

}

basic_string<decltype(nullptr)>(local_68,"auth_timestamp");

local_a0 = local_68;

pVar3 =

__emplace_unique_key_args<std--__1--basic_string<char,std-

-__1--char_traits<char>,std--__1--allocator<char>>,std--__1--

piecewise_construct_t_const&,std--__1--tuple<std--__1--

basic_string<char,std--__1--char_traits<char>,std--__1--

allocator<char>>&&>,std--__1--tuple<>>

((basic_string *)&local_1e8,(piecewise_construct_t

*)local_68,

Pv(local_58);

}

(tuple **)0x100007cf0,&local_a0);

__ZNSt3__112basic_stringIcNS_11char_traitsIcEENS_9allocatorIcEEE6assignEPK

c

(CONCAT44(extraout_var_02,pVar3) + 0x38,local_138);

if (((byte)local_68[0] & 1) != 0) {

__ZdlPv(local_58);

}

basic_string<decltype(nullptr)>(local_68,"auth_signature");

local_a0 = local_68;

pVar3 =

__emplace_unique_key_args<std--__1--basic_string<char,std--__1--

char_traits<char>,std--__1--allocator<char>>,std--__1--

piecewise_construct_t_const&,std--__1--tuple<std--__1--

basic_string<char,std--__1--char_traits<char>,std--__1--

allocator<char>>&&>,std--__1--tuple<>>

((basic_string *)&local_1e8,(piecewise_construct_t *)local_68,

(tuple **)0x100007cf0,&local_a0);

__ZNSt3__112basic_stringIcNS_11char_traitsIcEENS_9allocatorIcEEEaSERKS5_

(CONCAT44(extraout_var_03,pVar3) + 0x38,local_f0);

if (((byte)local_68[0] & 1) != 0) {

__Zdl

md5_hash_hex(local_f0);

tVar6 = _time((time_t *)0x0);

_sprintf((char *)local_1b8,"%s%s",local_138,"12GWAPCT1F0I1S14");

basic_string<decltype(nullptr)>(local_68,"auth_timestamp");

basic_string<decltype(nullptr)>(local_68,"auth_signature");
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The Ghost Loader

Stage 2 decryption 

Try to execute the payload

In memory 
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The Ghost Loader
_load_from_memory _memory_exec2
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The Ghost Loader

• main.o – “main” function for the loader binary

• barbeque.o – C&C communication module implemented 

using libcurl (inferred from the ‘get’ and ‘post’ methods)

• rijndael.o – as the name suggest, an AES encryption routine

• core.o – remote payload (which we were unable to fetch)

Source files
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The Ghost Loader: Forensic
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K7 SECURITY

Dacls RAT

• NetLab 360 discovered Linux and Windows version of Dacls RAT
• In May 2020, Malwarebytes Labs found the Mac version

• The RAT was bundled with 2-Factor authentication app (TinkaOTP) 

TinkaOTP is an repackaged

of an open-source app
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K7 SECURITY

Dacls RAT: Installation Logic

.nib (Next Interface Builder)

Dacls RAT

applicationDidFinishLaunching:

NSTask()

Bash command
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Dacls RAT: functionalities
Gives shell and reverse shell functionality

General file operations like read, write and delete. Also has capabilities to scan a directory

PrcRunFunc - Creates a daemon process

PrcViewFunc - Gathers process information from Procfs, but macOS does not support Procfs (the 

functionality is redundant as the RAT has been ported from Linux to Mac)

PrcKill Func - Terminating processes

ProcGetPID - Gets PID and PPID

Checks network access

Provides a connection proxy to avoid direct connection to its C2 servers. The traffic is redirected to a 

proxy which is mostly compromisedinfrastructure operated by Lazarus

Starts the worm scan, collects the required information and sends it to C2 servers

Associated with RP2P plugin for creating SOCKS4 for proxy communication 

Plugin_CMD

Plugin_FILE

Plugin_PROCESS

Plugin_TEST

Plugin_RP2P

Plugin_SOCKS

Plugin_LOGSEND

RAT Scans the subnet for open 8291 ports which are associated with Mikrotech routers. 

It also scans for open 8292 ports, typically associated with the financial data vendor Bloomberg’s software.
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K7 SECURITY

Any

Questions ?


