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Gamaredon Group



“Russia invades into digital systems 
of Ukraine Government Agencies”

“The Gamaredon Group 
Toolset Evolution”

“Gamaredon APT Group Use
Covid-19 Lure in Campaigns”

“Gamaredon group grows its game”

“Ukraine detects new Pterodo backdoor 
malware, warns of Russian cyberattack”



Gamaredon Group
MSIL/Pterodo

InvisiMole Group
Win{32,64}/InvisiMole

Malicious
email

   

Malicious 
document

Gamaredon’s
.NET 

downloader

Dropper Winapiexec
tool

InvisiMole’s
TCP

downloader



Exploits



RCE

Exploit to get access
Attacker outside the network



RCE LPE

Exploit to get privileges
Attacker inside the network



Exploit to get invisibility
Attacker inside the network, elevated 

RCE LPE ++
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Dissecting InvisiMole’s
Wdigest execution chain
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Scheduled task setupSNK.exe

Legitimate Windows component
with undocumented feature

Stage 1
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Scheduled task setupSNK.exe

shell32 ShellExec_RunDLL "C:\Windows\SysWOW64\drivers\Rundll32.exe"

"C:\Windows\SysWOW64\drivers\wdigest.dll",SpInitialize %SHELLCODE_BYTES%

rundll32.exe shell32 ShellExec_RunDLL "C:\Windows\SysWOW64\drivers\

Rundll32.exe" "C:\Windows\SysWOW64\drivers\wdigest.dll",SpInitialize 

%SHELLCODE_BYTES%\SMRTNTKY\WSETTING.WFC
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Legitimate Windows XP library
input validation vulnerability
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Scheduled task setupSNK.exe

rundll32.exe shell32 ShellExec_RunDLL "C:\Windows\SysWOW64\drivers\

Rundll32.exe" "C:\Windows\SysWOW64\drivers\wdigest.dll",SpInitialize 

%SHELLCODE_BYTES%\SMRTNTKY\WSETTING.WFC

wdigest.dll

Legitimate Windows XP library
input validation vulnerability

Stage 2
8D 70 12 FD EB 12 54 4E
47 53 58 40 53 44 5D 4E                                                                                                
45 41 44 01 63 C0 8B 7E                                                                                                
31 C0 50 AC 48 C1 E0 10                                                                                                
AC 40 3C 13 75 F4 50 89                                                                                                
E0 40 40 FC 31 F6 56 89                                                                                                
E7 89 F1 41 57 51 56 50                                                                                                
6A 28 36 C1 0C 24 04 BB                                                                                                
3C 10 8B 7E FF 13 85 C0                                                                                                
75 25 8B 3F 6A 4D 89 E1

...
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Scheduled task setupSNK.exe wdigest.dll

Shellcode loader

Stage 3

shellcode loader
M



Scheduled task setupSNK.exe wdigest.dll shellcode loader
M

Data Protection API (DPAPI)
Standard Windows feature to protect
Wi-Fi passwords, logins and cookies



Scheduled task setupSNK.exe wdigest.dll shellcode loader
M

ListPlanting



Scheduled task setupSNK.exe wdigest.dll shellcode loader
M

user mode inject
A

ListPlanting

Stage 4



Scheduled task setupSNK.exe wdigest.dll shellcode loader
M

user mode inject
A

shellcode loader
B



Scheduled task setupSNK.exe wdigest.dll shellcode loader
M

user mode inject
A

shellcode loader
B



Scheduled task setupSNK.exe wdigest.dll shellcode loader
M

user mode inject
A

shellcode loader
B

RC2CL backdoor
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Running processes?
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Legitimate executables

Artifacts on the system?

fxscompose.dll
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