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The Trickbot Gang



The TrickBot Gang

● One of the biggest cybercrime threat groups. 
● Group members are likely Russian-Speaking.



● The authors of TrickBot, Anchor, Anchor_DNS and Bazar 
Loader.

● In addition to running their own operations, the Trickbot 
Gang also collaborates with other threat actors, and 
provides access to TrickBot-infected computers.

The TrickBot Gang

https://www.cybereason.com/blog/one-two-punch-emotet-trickbot-and-ryuk-steal-then-ransom-data
https://www.cybereason.com/blog/dropping-anchor-from-a-trickbot-infection-to-the-discovery-of-the-anchor-malware
https://www.cybereason.com/blog/a-bazar-of-tricks-following-team9s-development-cycles
https://www.cybereason.com/blog/a-bazar-of-tricks-following-team9s-development-cycles


● Modular information stealer, that has plugins for stealing 
credential and banking information, reconnaissance and 
others. Over time new modules emerged, extending the
original capabilities.

TrickBot

● First observed in 2016, 
mainly targeting 
individuals and stealing 
financial information.

● A shift from individuals 
to organizations.



From TrickBot To Interactive Hacking



Anchor Family Overview



Anchor



● Backdoor that was deployed against high-profile targets in 
the financial, manufacturing, and retail sectors across 
the United States and Europe.

Anchor

● Deployed as a secondary payload of TrickBot.

● First observed in 
2018, and was evolved 
over time.

● Had very low detection on VT in the time of the campaigns. 

● Deliver POS malware in 
order to steal credit 
card data.



● Added DNS tunneling C2 communication, and other features 
such as string encryption and code obfuscation.

Anchor_DNS

● First observed in 2019, and was used against 
high-profile targets in the financial, manufacturing, 
and retail sectors across the United States and Europe.

● Deployed as a secondary payload of TrickBot.



Anchor Family Evasion Technique



Anchor Development Cycle

Features

Earliest Observed Sample 

GUID Generation

Code Obfuscation

C2 Communication Protocols

Anchor

August 2018

+
(Cleartext)

Some

HTTP(S)

Old Anchor_DNS

May 2019

+
(base64)

Some

DNS Tunneling

New Anchor_DNS

November 2019

+
(base64)

Obfuscated Code

DNS Tunneling

Anchor Old Anchor_DNS New Anchor_DNS



Anchor Linux Variant

anchor_linux



Bazar Malware Family Overview



● Sophisticated malware with a loader component and a backdoor 
component. 

● Mainly observed in attacks against high-profile targets in 
the United States and Europe.

● Uses .bazar domains and fake certificates to evade detection.

● First observed in April 2020 and has been evolving ever 
since.

Bazar Malware Family



Bazar Loader Development Cycle

Features Dev Version 1(Team9) Operational Loader New Operational Loader

Creation Date

Log files (if any)

Obfuscation

Sandbox Evasion

Domain Generation Algorithm

April 9

ld_debuglog.txt

-

-

-

March 27 - April 20

-

Heavy

-

-

June 12 - June 18

-

Heavy

API Hammering

Yes



Similarities



Initial Infection Vector



Legitimate Looking Lure Files



Anchor_DNS

Extensive Logging



Bazar Loader

Extensive Logging



Signed Binaries

Trickbot

Trickbot

Anchor_DNS

Bazar Loader



● C2 servers can overlap between TrickBot and Anchor family 
infrastructures. For example, the IP 23.95.97[.]59, which 
was found hardcoded in an Anchor sample, has also served 
Anchor_DNS and TrickBot.

C2 Overlap



● The GUID generation logic observed in the Anchor family 
seems almost identical to that of the GUID generated by 
TrickBot.

GUID Generation

Malware 
Name

GUID

Anchor_DNS /anchor_dns/MACHINE-001_W617601.D4CB942AA18EFF519DCBCAE88A0A99FB/

Anchor /anchor001/jujubox-PC_W617601.6E8516CA48318FB2904E2027B5350B26

Trickbot /mor49/DAVID-PC_W10017134.55C60B5D13499341D72F5A34C632CFD9

● Bazar Loader also generates a GUID in the form of an MD5 
hash, generated from various data gathered from the 
victim’s machine.



Bazar Loader vs. Trickbot Encryption Routines

Bazar Loader (latest variant) Trickbot



Evading Network Communication Detection

● Bazar Loader uses EmerDNS 
(.bazar) domains for command 
and control and is heavily 
obfuscated, and DGA.

● Anchor_DNS uses DNS tunneling for C2 
communication.

● Both Anchor_DNS and Bazar Loader make an effort to evade 
C2 communication detection.



Tracking the Trickbot Gang in 
VirusTotal



Tracking The Trickbot Gang In VirusTotal



● Commodity malware infections can pose great risks to 
organizations, as they have the potential of escalating 
into a full-scale hacking operation.

● The TrickBot gang is known to have fast development 
cycles, introducing new techniques and new capabilities in 
each cycle.

● Malware-as-a-Service is gaining more popularity, giving 
its operators quick and easy platform to generate revenue 
and collaborate with other actors.

● Although malware authors spend a lot of time in 
obfuscating their malware,by studying the TTPs and 
behavioral patterns, defenders can detect and even prevent 
infections.

Summary



Further Research @ Cybereason Blog

● A ONE-TWO PUNCH OF EMOTET, TRICKBOT, & RYUK STEALING & RANSOMING DATA

https://www.cybereason.com/blog/one-two-punch-emotet-trickbot-and-ryuk
-steal-then-ransom-data 

● DROPPING ANCHOR: FROM A TRICKBOT INFECTION TO THE DISCOVERY OF THE 
ANCHOR MALWARE

https://www.cybereason.com/blog/dropping-anchor-from-a-trickbot-infect
ion-to-the-discovery-of-the-anchor-malware 

● A BAZAR OF TRICKS: FOLLOWING TEAM9’S DEVELOPMENT CYCLES

https://www.cybereason.com/blog/a-bazar-of-tricks-following-team9s-dev
elopment-cycles 

https://www.cybereason.com/blog/one-two-punch-emotet-trickbot-and-ryuk-steal-then-ransom-data
https://www.cybereason.com/blog/one-two-punch-emotet-trickbot-and-ryuk-steal-then-ransom-data
https://www.cybereason.com/blog/dropping-anchor-from-a-trickbot-infection-to-the-discovery-of-the-anchor-malware
https://www.cybereason.com/blog/dropping-anchor-from-a-trickbot-infection-to-the-discovery-of-the-anchor-malware
https://www.cybereason.com/blog/a-bazar-of-tricks-following-team9s-development-cycles
https://www.cybereason.com/blog/a-bazar-of-tricks-following-team9s-development-cycles


Thank you.


