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Introduction Manish Sardiwal 

●  Staff Security Research Engineer at Prismo Systems
●  Previously : Senior Research Scientist at FireEye , Quick Heal
●  Led analysis of 0 day, known Vulnerabilities, development of 

anti-exploitation techniques, algorithms to detect lateral movement.



Introduction Abhishek Singh 
● Chief Researcher at Prismo Systems 
● Previously : Spearheaded Threat R&D at FireEye, Microsoft, Acalvio 
● 30 Patents (Issued, Pending) Detection Algorithms, Analytics & 

Architecture of Detection Technologies.  
● 2019 Reboot Leadership Award (Innovators Category): SC Media
● Nominee for Prestigious Virus Bulletin’s 2018 Péter Szőr Award.
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● Distinguished Engineer at Prismo Systems 
● Previously: Spearheaded R&D of APM agents at CA Technologies, 

Wily 
● 12+ Patents issued.



● Introduction and classification of Credential Stuffing Bots
● Dynamic deception algorithm to detect Bots
● Implementation and Architecture
● Demo
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Credential Stuffing Bots



Why Dynamic Deception for Bot Detection?
Dynamic Deception -- Injecting Breadcrumbs & nonce at runtime has the 

following benefits

● Bots get detected on their very first malicious login attempt

 --   Malicious Traffic will be reduced instantly. 

● Precise Alert , validated against the knows family’s of Credential Stuffing Bots. 



Classification of Credential Stuffing Bot 
Credential stuffing bots can be divided in two major categories based upon 
the manner in which stolen credentials are entered:

➢ Loads and scrapes the HTML login page and submit the login form

➢ Uses login APIs to submit the login request

  



First Category of the Bot: Loads the form 
- Loads the website login page
- Scrapes the login form tag, username and password input fields by 

using attributes like id, name or action of form tag
- Set input fields with stolen credentials and submit the form
- Common libraries used Selenium, Google Puppeteer, Microsoft 

Playwright, Phantomjs Headless Browser, Python Mechanicalsoup etc
- Examples are Cr3dOv3r, OpenBullet 1.2, Javascript stuffer, 

Facebook-BruteForce, GUI-form-brut, Credmap, Cloudflare-scrape etc



Example Code : First Category of Bot



Second Category of Bot : Uses login API directly
● These bots make GET or POST requests directly to the APIs 

responsible for login
● These bots do not load and scrape the HTML login page.
●  Examples of this category bots are Apex, Snipr, Black Bullet, Storm, 

Private Keeper, Sentry MBA, Woxy, thc-hydra, Brute Forcing etc



Example Code : Second Category of Bots

Python request library for POST request.



Detection using Deception
● Credential stuffing bots parse the login html page using libraries like 

Selenium, Google Puppeteer, Phantomjs, Python Mechanicalsoup.
●  Locate the login form by using DOM elements using attributes like id of 

element, name of element, action of the login form etc.
● Crafted & injected honey form tag having same attributes as real form tag in 

the login page which will get accessed prior to real login form by the bots for 
credential stuffing.

● Login request received from honey form tags gets validated by the algorithm 
for detection of credential stuffing Bot.



Authentication Validation Algorithm
Each time a login page is served 

- Obfuscated Honey Form tags having actual username, password data fields, 

action URL is inserted in the specific places in the outgoing login pages. 

- Random number {H1...}  is inserted in the Honey <form> tags  and R1 in 

the Real <form> tags. 

Keys stored by the Algorithm

- Symmetric Keys  =     SKHoneyForm ,     SKRealForm
- Hashing Keys       =     SHA-3HoneyForm , SHA-3RealForm

      



Login Page Having Random ID



Authentication Validation Algorithm
Computation of the Random Number:

  Random Number {H1…}  =   (SKHoneyForm(current_time, 
SHA-3HoneyForm(current_time)))

  Random Number R1        =   (SKRealForm(current_time, SHA-3RealForm(current_time))) 

When the submit button is clicked in the <form> tag, the  random number value 
will send back along with the entered username and password 

  -  {H1...} will be sent from the the Honey <form> tag. 
  -   R1  will be sent  from the Real <form> tag. 



Authentication Validation Algorithm.. Detection
● First category of Bot:  Scraps the form, so it will be accessing honey form tag. {H1...} will be 

present with the username and password in the incoming POST response.

 - Parse the incoming login and password request and extract Random value (RVincoming)

-  Decrypt SKHoneyForm(RV) = {time incoming_request,SHA-3(timeincoming_request)incoming}

-  If  {SHA-3HoneyForm(timeincoming_request) = SHA-3(timeincoming_request)incoming} = BoT

● For the second category of Bot: Uses Rest API’s to directly send Username and password R1 will be 
missing in the POST response
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HTTP GET for the login page
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<!DOCTYPE HTML>
<html lang="en" xmlns:og="http://ogp.me/ns#">
    <head>
    <meta http-equiv="x-ua-compatible" content="IE=Edge"/>
    <meta charset="utf-8"/>
    <meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1, minimum-scale=1, user-scalable=no"/>
    <meta http-equiv="content-type" content="text/html; charset=UTF-8"/>
    <link rel="stylesheet" href="/etc.clientlibs/dcu/clientlibs/clientlib-dependencies.min.css" type="text/css">
    <link rel="stylesheet" href="/etc.clientlibs/dcu/clientlibs/clientlib-site-layout.min.css" type="text/css">
    <title>ABC | Personal | Business Banking</title>
 </head>
  <body>
 
      <form action="https://www.abc.com/app/initialLogin" class="form-signin p-0" autocomplete="off" id="loginForm" method="POST">

 <input type="text" id="userid" class="form-control rounded-0" name="userid" />
 <input type="password" id="password" class="form-control rounded-0"name="password"/>
 <button class="btn btn-tilt text-uppercase rounded-0" role="button" aria-label="Clickable LOGIN button">LOGIN</button>

      </form>
 
 </body>
 </html>

Login Page HTML -- Original  
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<!DOCTYPE HTML>
<html lang="en" xmlns:og="http://ogp.me/ns#">
    <head>
    <meta http-equiv="x-ua-compatible" content="IE=Edge"/>
    <meta charset="utf-8"/>
    <meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1, minimum-scale=1, user-scalable=no"/>
    <meta http-equiv="content-type" content="text/html; charset=UTF-8"/>
    <link rel="stylesheet" href="/etc.clientlibs/dcu/clientlibs/clientlib-dependencies.min.css" type="text/css">
    <link rel="stylesheet" href="/etc.clientlibs/dcu/clientlibs/clientlib-site-layout.min.css" type="text/css">
    <title>ABC | Personal | Business Banking</title>
     
       <form action="https://www.abc.com/app/initialLogin" class="form-signin p-0" autocomplete="off" id="loginForm" method="POST">

 <input type="text" id="userid" class="form-control rounded-0" name="userid" />
 <input type="password" id="password" class="form-control rounded-0"name="password"/>

        <input type="hidden" id="logintoken" name="logintoken" value=”EncryptedValue-Invalid” />

 <button class="btn btn-tilt text-uppercase rounded-0" role="button" aria-label="Clickable LOGIN button">LOGIN</button>
      </form>
 </head>
  <body>
 
      <form action="https://www.abc.com/app/initialLogin" class="form-signin p-0" autocomplete="off" id="loginForm" method="POST">

 <input type="text" id="userid" class="form-control rounded-0" name="userid" />
 <input type="password" id="password" class="form-control rounded-0"name="password"/>

        <input type="hidden" id="logintoken" name="logintoken" value=”EncryptedValue-Valid” />

 <button class="btn btn-tilt text-uppercase rounded-0" role="button" aria-label="Clickable LOGIN button">LOGIN</button>
      </form>
 
 </body>
 </html>

Login Page HTML -- Instrumented
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Architecture 

Tomcat Server

Framework Request Handler

Application Request Handler 

Application Code/ Middle 
tier Resultset/ Data processing

View creation

Response Object

Backend invocations

Java Servlets/ JSP

http://app.login.com



Architecture 
● Instrument servlets

● Lifecycle of servlets 
Servlet In Service

init() destroy()

service()

HTTP:
doGet(), doPost(), doHead(), 
doOptions(), etc



Architecture 
● Instrument servlets

● Lifecycle of servlets 

Interface : javax.servlet.Servlet

Method : void service(ServletRequest req, ServletResponse res)

Class : javax.servlet.http.HttpServletResponseWrapper● Response Wrapper

Method: public ServletOutputStream getOutputStream() throws 
               IOException   
⇒  Extend ServletOutputStream, wrap original

Method: public PrintWriter getWriter() throws IOException
  
⇒  Extend PrintWriter, wrap original



Architecture 
❖ PrintWriter / OutputStream wrappers

➢ Buffer response till </head> tag is seen

➢ Insert honey form with encrypted field

➢ Continue buffering till app login <form> tag is seen

➢ Insert hidden encrypted field in login form
 



Architecture 

❖ Login POST request with credentials 

➢ Get form field values  (Instrumented Servlet)

➢ Remove hidden encrypted field from form

➢ Let application process request 

➢ Send data to server (encrypted field and username)



  Demo

https://docs.google.com/file/d/1SKnagjaWykvmxZAwGK8tYAObA9eKrFof/preview


Thank You 

Contact :  {asingh,msardiwal, rmani}@prismosystems.com
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