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Suspicious messages over 
WhatsApp 





Stealjob/KNSpy Android 
spyware linked to Donot Team

Connected to server 
at mimestyle[.]xyz



Email received with malicious RTF file

Subject: important details

hello ,
all the details of the file, .. that is to be discussed.
first save the file then you will see the contents (important)
see attached file



Malicious RTF exploiting CVE-2017-0199

• RTF loaded an additional remote template containing the exploit 
payload from http://getelements[.]xyz/AN/AM

• Payload loads initial components of the Donot Team YTY framework 
and drops them on disk.

• Dropped YTY DLL (commit.dll) loaded by JS file and connects back to 
YTY C&C server at image.loadingmessage[.]info



Who are Donot Team

• APT group active in South Asia. Target focus 
includes Pakistan, India and Kashmir.

• First named by NetScout in 2018. Suspected 
continuation of EHDevel activity. 

• Similarities to Operation Hangover (possible 
hacker-for hire operation).

• Uses StealJob/KNSpy against Android users,
YTY framework on Windows.

• Clustered based on a shared toolset. 

Multiple organisations or actors may be
sharing tools, infrastructure and targeting.



Digging deeper..

• Enumerated the (very) short URL shortener links which were included 
in the initial WhatsApp messages.

• Found links to spyware samples but also to potentially internal URLs

• Internal URLs pointing to 82.196.5.25. Same server as bulk.fun.



Looking behind the curtain



Looking behind the curtain

• The Downloads.zip file contained two SQL database files of the Donot 
Team URL shortener and their spyware upload systems.

• Both database dumps were created in October 2019, two months 
before our investigation started.
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What we know so far

• Human rights defender from Togo targeted with Android and 
Windows spyware.

• Both Windows and Android spyware are part of custom frameworks 
previously linked to the Donot Team APT group.

• Public Donot Team attacks have primarily targeted South Asia. Most 
of the IP addresses connecting to the spyware download server were 
from India, Pakistan and Bangladesh.



Internet scan for Android spyware server

The Donot Team Android spyware 
(StealJob) uses multiple distinct 
C&C protocols.

Return either:
• Base64 encoded public key 

beginning with "NSMVeY..."
• A "Starting" banner 

\x00\x00\x00\x08Starting

Both useful for internet scanning
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A fortuitous discovery



A fortuitous discovery

Keyboard auto-suggesting two URLs:

bulk.fun - URL shortener sent to Togo activist
122.160.158.3 - IP address located in India



Innefu Labs

• Passive DNS records show that the domain name 
server.authshieldserver.com has pointed to the Indian IP address 
122.160.158.3 since late 2016.

• Public domain registration records indicate this domain is owned by a 
Delhi-based company named Innefu Labs Pvt.



Who are Innefu Labs?





Innefu Labs

• Innefu claims its customers include “some of the most sensitive and critical 
organizations in Government of India”. Innefu also claims customers in 
"Middle East / Africa / Bangladesh / India".

• The company does not publicly advertise offensive cyber services



Spyware development at Innefu Labs



Response from Innefu Labs

• Amnesty International offered Innefu Labs a right to reply to the 
findings of this research.

• Innefu has had no contact with Government of Togo or any of its agencies. We have not sold any 
digital surveillance tools or any other services at all to the Government of Togo or any of its 
agencies.

• Innefu has never provided any digital surveillance tools or services for the purpose of 
conducting surveillance of activists and human rights defenders.

• Innefu has never exported any digital surveillance tools or services to any country in the 
specified time period.

• While we do not have a stated Human Rights Policy, we do follow the Indian laws and 
guidelines.

• Lastly, we have never heard of any “Donot Team” or have any relationship with this “Donot
Team” group.



Conclusion

• Android and Windows spyware linked to Donot Team was sent to a 
prominent human rights defender in Togo.

• Discovered technical evidence connecting Innefu Labs, their IP 
address 122.160.158.3, and the bulk.fun attack infrastructure.

• Multiple former employees claimed to have developed spyware while 
working at Innefu Labs.



Conclusion

Confirmed additional links between Innefu Labs and the Operation 
Hangover attacks.

Note: Technical evidence is not sufficient to determine who carried out 
the targeting of the activist from Togo.

Tools and infrastructure may be shared by multiple operators and 
customers. Innefu Labs may only be involved in some aspects of the 
spyware development and not the full targeting process.



Thanks!

Donncha Ó Cearbhaill

donncha.ocearbhaill@amnesty.org

@DonnchaC

Samples or leads to
share@amnesty.tech
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Additional slides



Indian IP address recorded in SQL database
File ID Timestamp IP address User Agent

148 2018-10-17 12:59:08 122.160.158.3

218 2018-11-09 05:16:37 122.160.158.3

510 2019-02-19 11:11:11 193.169.244.74 
(Deltahost)

Mozilla/5.0 Linux; U; Android 7.1.2; en-gb; Redmi 5A 
Build/N2G47H) AppleWebKit/537.36 KHTML, like Gecko) 
Version/4.0 Chrome/61.0.3163.128 Mobile Safari/537.36 
XiaoMi/MiuiBrowser/10.4.3-g

529 2019-02-26 06:50:29 122.160.158.3 WhatsApp/2.19.34 A

532 2019-02-26 06:50:33 122.160.158.3 WhatsApp/2.19.34 A

532 2019-02-26 06:53:23 122.160.158.3 Mozilla/5.0 (Linux; U; Android 7.1.2; en-gb; Redmi 5A 
Build/N2G47H) AppleWebKit/537.36 (KHTML, like Gecko) 
Version/4.0 Chrome/61.0.3163.128 Mobile Safari/537.36 
XiaoMi/MiuiBrowser/10.4.3-g

Connections from Innefu Labs IP using XiaoMI Redmi 5A phone. The same browser 
user-agent made multiple connections from a Deltahost VPN IP. This Deltahost IP 
address is recorded as the uploader for hundreds of spyware samples and other files.



Trend Micro: Linking cyberespionage groups 
targeting victims in South Asia 

Source:
https://www.first.org/resources/papers/tallinn2019/Linking_South_Asian_cyber_espionn
age_groups-to-publish.pdf


