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Agenda

A history of BlackTech 
(PwC alias: Red Djinn)

Intrusion chain analysis
● Document lures
● Macros
● Flagpro
● BTSDoor
● Infrastructure

The open directory
● Times.exe
● Citrix exploit
● Mikrotik exploits
● Other tools
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A history of BlackTech

2010-2015 2017 2019 NOW

2014: PLEAD
named (targeting 
TW gov entities)

BlackTech steals 
digital certificates from 

D-Link and other TW 
tech organisations

BlackTech uses 
router-level MitM 
attack to deploy 

PLEAD in TW TrendMicro connects 
PLEAD, Waterbear, 

and Shrouded xBow 

xBow revealed, 
linked to KIVARS 
and Bifrose

IconDown 
downloader 

detailed

BlackTech abuses 
vulnerable routers in 

TW, uses Drigo

The Four-Element 
Sword Engagement 
(KIVARS targeting
media organisations) 4

20182016

2014: 64-bit 
KIVARS is 

introduced

2010: Shrouded 
Crossbow first 
operations begin

 Fileless
 PLEAD
 developed TSCookie used to 

target JP entities
with government-

themed lure

PwC report: 
TSCookie 
Timelining

2020 2021

First known
version of
Consock 
compiled

TSCookie signed with 
legitimate stolen
Dawning Information 
Industry Company
digital certificate 

PLEAD used to 
target TW 

professional 
services 

company
ELF variants of
TSCookie and 
PLEAD used in
JP and TW

Waterbear 
updated to use

API hooking

Waterbear 
used to 

target TW 
gov entities, 
attributed to 

China

BendyBear 
variant of 
Waterbear
first detailed

Open directory
containing 
Consock, new 
malware Flagpro 
and folders of 
router exploits

BlackTech exploits an
Equation Editor 0-day
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Intrusion chain

  

Spearphishing 
email

BlackTech sends 
an email to the 
target, spoofing 
the address of a 
legitimate 
company.

Delivery

  

Malicious Excel 
document

The Excel file is 
protected with a 
password, and 
asks the user to 
“Enable content” to 
view the page.

Initial access

  

VBA macros

Macros 
concatenate a 
decimal-encoded 
array and decode 
it to a PE payload, 
then drop it in the 
Startup folder.

Exploitation

  

Flagpro 
downloader

The downloader 
can perform C2 
via the 
IWebBrowser2 
interface and 
execute basic 
commands.

Installation

  

Victim profiling

BlackTech can 
issue commands, 
such as whoami, 
to Flagpro 
implants to profile 
the infected 
victim.

Discovery

  

BTSDoor

If the victim is of 
interest to the 
threat actor, 
Flagpro can 
download and 
execute a 
backdoor.

Command and 
control
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Spearphishing email

Email sent to the Chinese subsidiary of 
a Japanese IT Service Provider

Spoofed email address of a Japanese 
automotive manufacturer

SHA-256 ba27ae12e6f3c2c87fd2478072dfa274

7d368a507c69cd90b653c9e707254a1d

Filename 线路信息 .xlsm

File type MS Excel document

Creation date 2006-09-16 00:00:00

Last modified date 2021-07-14 02:40:12

File size 1,635,074 bytes
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Macros

Malicious document requires victim to “Enable content” hence need trust from target

Decodes decimal-encoded string to EXE, drops into Startup as dwm.exe to execute on reboot
In other macros, the payload is immediately executed via ShellExecute

2018 and 2020: dropping TSCookie, likely to target Taiwan
2021: dropping FlagPro
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Flagpro

32-bit executable

Persistence
Written by the dropper macros to the Startup folder

Mutex
71564__40Fllk293_DD71_4715_A3177782516DB5__71564_ 

Other samples have very similar ones (only the 
first-to-last chunk of the mutex string changes)

Download files
Writes data received from the C2 to the path 
%TEMP%\MY[random chars].tmp. 
Can then append .exe extension to the file and execute

Backdoor status strings
Lots of strings left in plaintext in the downloader:

SHA-256 e197c583f57e6c560b576278233e3ab0

50e38aa9424a5d95b172de66f9cfe970

Filename dwm.exe

File type Win32 EXE

Compile timestamp 2021-06-22 07:01:31

File size 467,968 bytes
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Flagpro

Credential stealing

● Since Windows 7, WinInet credentials 
saved in Windows Credential Store)

● Salted with GUID: 
abe2869f-9b47-4cd9-a358-c22904dba7f7

● Windows Cryptography encryption

● Can read and decrypt Microsoft 
WinInet saved credentials

● Passes the hardcoded GUID to 
CryptUnprotectData function

● Obtains username and password pairs
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Flagpro: C2

IWebBrowser2 interface

C2 responses

Base64-encoded commands, for example

Exec|Exec|cmd.exe /c "whoami "|600000

URLs

● index.htmld?flag=

[base64 results of the command 
received from the C2]

● index.htmld?flagpro=

[base64 results of the enumerated 
credentials]
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BTSDoor
32-bit executable

No persistence mechanisms 

Becomes inactive if its C2 resolves to: 
111.111.111[.]111 or 222.222.222[.]222

Relatively few strings, no obfuscation
 

SHA-256 ee6ed35568c43fbb5fd510bc86374221

6bba54146c6ab5f17d9bfd6eacd0f796

Filename ChtIME.exe

File type Win32 EXE

Compile timestamp 2018-09-20 07:30:16

File size 94,208 bytes

2018 sample
C:\Users\Tsai\Desktop\20180522windows_tro\
BTSWindows\Serverx86.pdb
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BTSDoor
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Infrastructure

Domain naming themes: 
● update
● product (CentOS, McAfee, 

Symantec)
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Open directory

Pivoting on one of the domains,  
update[.]centosupdates[.]com
led us to tweets by user @r3dbU7z
showing the contents of an open 
directory in May and July 2021

Several files from it are on VirusTotal

Contents:
● Known BlackTech tools:

○ Consock
○ FlagPro

● Exploits
● Vulnerability scanner
● Post-exploitation utilities

Several files added to the folder be 
tween May (above) / July (right) - 
notably, folders ccc.zip, chajian.rar, 
poc.rar, PocList-main (new).zip

Also added: Consock, Flagpro, and 
a controller (Times.exe)
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Times.exe SHA-256 655ca39beb2413803af099879401e6d6

34942a169d2f57eb30f96154a78b2ad5

Filename Times.exe

File type Win32 EXE

Compile timestamp 2021-02-25 00:43:39

File size 3,284,992 bytes

Win32 interactive GUI implant controller 

Version 1.2 as compiled on 25th February 2021

Controller for Consock (depending on hardcoded password)

“Setting” requires:

● a port to listen on;
● seconds to listen for;
● a password.
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Times.exe
Designed for a Chinese language pack -> If system is 
configured in another language, resources won’t display

Requires a specific password to start the server

Range of commands:

● Gathering user and victim system information (incl. 
Virtual Machine detection and whether it’s a 
workstation, a DC…

● Executing operator-defined shell commands
● Filesystem interaction;
● Warning the controller’s operator of the presence 

of antivirus programs on the victim machine;
● Compressing and exfiltrating files chosen by the 

operator.

PICTURES HERE



Back to Black(Tech)
PwC

7 October 2021
 17 

xx.rar

Exploits for known CVEs in 
routers, cloud platforms, and 
databases

All the exploits are implemented 
in the pocsuite3 framework

Most exploits reference the 
Chinese vulnerability and exploit 
database Seebug

Most of these vulnerabilities first 
submitted to Seebug in April 
2021 (e.g. Oracle weblogic 
released in April, vuln score 7.5)

Folder name Contents

Cisco CVE-2021-1472 + 
CVE-2021-1473

Cisco RV series Authentication Bypass and Remote Command 
Execution exploit

Hongdian CVE-2021-28149 + 
CVE-2021-28152

Hongdian H8922 router Directory Traversal and Remote 
Command Execution as root exploit

Ricon Telnet RCE Described in the code as “ricon industrial router telnet 
backdoor rce”

VMWare vRealize RCE 
CVE-2021-21975 + CVE-2021-21983

VMware vRealize Operations Unauthenticated code execution 
exploit

Oracle weblogic 10.3.x RCE Weblogic ‘marshallobject’ RCE exploit

Weblogic RCE CVE-2021-2135 Oracle WebLogic Server unauthenticated access and takeover 
exploit
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Citrix exploit
An exploit for a Citrix NetScaler vulnerability. Similar ones have been explored here:
https://blog.unauthorizedaccess.nl/2020/07/07/adventures-in-citrix-security-research.html
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Mikrotik exploits
Several Mikrotik exploit folders

Debug comments match with memory locations
Suggests “WIP”, possibly internal development
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Toolset timeline
Macros build continuity across different implants (PLEAD, TSCookie, Consock, Flagpro)
Some implants trace back a long time (PLEAD, TSCookie), but with a focus porting across OSes
New(ish!) tools like BTSDoor keep being discovered

Router exploitation is a core part of TTPs for BlackTech (a.k.a. “The Phantom of the Routers”)
Insight into router and non-router exploits allows better insight into threat actor operations

July
2018

July
2019

July
2020

February
2020

September
2020

March
2021

July
2021

Excel macros

ELF TSCookie

Consock

TSCookie

Flagpro

FreeBSD TSCookie

PLEAD

ELF PLEAD

BTSDoor
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Targeted sectors BlackTech focus
BlackTech is a China-based, 
espionage-motivated threat actor. 

Some of it main aims include:

● stealing intellectual property 
and proprietary technologies;

● gathering information about the 
activities of companies of 
interest;

● compromising governments 
(including the Taiwanese one) 
and entities relevant to Chinese 
strategic objectives.

Targeting has concentrated on Taiwan, 
occasionally Japan and Hong Kong, 
but also includes China and the US.

BlackTech’s targeting

Strategic outlook
China’s 13th FYP focused on reducing 
reliance on imports and on boosting 
domestic industry, with special 
attention to innovation and R&D.

14th FYP continues the push for 
increasing technological as well as 
industrial independence. 
Focus is on addressing supply chain 
vulnerabilities and chokepoints, 
notably: 

● semiconductors and 
● integrated circuits.

All eyes are on Taiwan as a crucial 
supplier of semiconductors, as well as 
on Japanese manufacturing.

Technology Semiconductors Electronics

Government Financial services Media

Engineering /
Construction

Manufacturing Professional / 
Managed services 
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Attribution is never as simple as just one item 
or just one connection

● Macros (Excel in both cases) seen in 
2018 dropping TSCookie now Flagpro

● Arrived at open directory by pivoting 
from BlackTech infrastructure

● Open directory contained:
○ Consock, attributed firmly to 

BlackTech due to ties to previous 
infrastructure

○ Flagpro (substantiating the link)

● Targeting of Chinese subsidiaries of 
Japanese companies, MSPs

Back to Black(Tech)



xStart when you’re ready
PwC UK

January 2021
 23 

 pwc.co.uk/cybersecurity

Thank you!

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the information contained in this 
publication without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of the information contained in this 
publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability, responsibility or duty of care for 
any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it.
© 2021 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to PricewaterhouseCoopers LLP (a limited liability partnership in the United Kingdom) which is a 
member firm of PricewaterhouseCoopers International Limited, each member firm of which is a separate legal entity.

34135 06/20

@cyberoverdrive

@malworms

For any questions...

http://www.pwc.co.uk/cybersecurity
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